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ABSTRACT.

“In this study, sperational concepts are defined for emergency operations
at local, state, and federal levels of civil defense. Types of actions
to be taken by operations centers and the information for decisions about
these actions are identified.

At the local level, an organization for emergency operations is
assumed, and required types of messages and prestore” data are determined.
Probable message lengtha are determined from =ample meseaces, -~nd the
frequency of messages are estimated for various envirconmental conditions
(guch as after some blast or fire damage and prior to the arrival of
fallout). A staff organization and procedures for decision making are
described, and responsibilities for information processing, storage,
and display within staff sections are given. Requirements for shelter-
operations center communications in the assumed organization are deter-
mined, and the effect of additional facto.s on communication requirements
for specific civil defense organizations are shown,

Types and estimates of the volumes of messages to be provided to
state and regional emergency headquarters, and staff responsibilitvies
for information processing at these headquarters are also given,

Major recommendations of the study ere (1) that the message formats
and reporting procedures developed in the study be made part of the
Federal Civil Defense Guide; (2) that the methods for information system
analysis described in the report be used in the development of prototype
emergency information systems for specific local and state organizations;
and (3) that the civil defense emergency information system at the national
level be considered and designed as part of the overall national emergency

information system.
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I. FUTIOSE OF THE STUDY

As FUDTOEY OF T

Tov 2 number of yveove, thers has been 3 civil defense pregram in

-
ciive of wnich has been to minimize the
cr other major civil disaster. Under this

i
program, sheliers have been identified, marked, and ctocked: warning
svetams develeoped; radistlion monitering inz?;uMWan procured and
deplovad; parsconel tyninsd for various civil defense responsibilitles;

e
emavgency opsvaticns centers established in some locations; communications
and cother types of squlpment provided; and resezrch conducted.

However, no systam %as been formulated for collecting, proceesing,
and disseminating inho* atien that will increazse the probebility that
lenonbs of defenae ara uzed effzctively 1f & nuclest stitack,

seems imminent or cccurs., It hazs besn the pur
¢lp formulate what this information system should

'tudV,}j the geperal procedures for defining an
rieo, information requirements to be met

ey Information System {CDEIS) were qualitatively
s for exchsnge of information during an

udy, the objective was to define
on required at leocal, atate, and
aﬂd to defipe an *“fcrms*ion

£icrr, and volume of messages;

(43 Flow of iafommution inm zn operations center, and records and
izys naeded,

I1. SUpARY

A, hpproach
It wag assused that the bagie reason for the information system
SUDD information required for the conduct of emmergency
T Cong atly, it vwas necessary to degin with a ccacept of
the o 2 to e condusted In an emergency acd the actions weguiriag
decizions at local, state, and federal levels of oivil defevssz. “hotions?
ware couzidered to include not ouly the coordination of erganizationsl
activitipq, but the provision of advice and informatics thatr would be of
usz in desecsntralized or individual decisionms,
af ) o ’ -
& om, R, Brooks, G. H, Otto, D. H, Fishmen, snd J. E. Walkers, Jr..
Ana»va;m of a C*%il Defenze Informatdon System, Phase I, Finel Hepo

Durham, North Carolina, Research Tviangle Institute,
1;&&. ' '
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At the 1ocal level, actions to be takea st the emergency operaticns
oe

13

ter (EQC) would depcnd of course, on tiza gpacific capabilities of
opersvicnal organlizations {cuch gz the police forea) end on the Joie
FOStuTe OT £on

nd on the nature of the EOC steff and its capabilities

ditlon of the population., Less obviously, actions te be
aking.

b e ol

sahen ould dopes
or decision nak

“h

Kence, in order to determine the actions f£or which informaticn would
be needed, it was necessary to make at least gome general assumptions
about the operational forceg {such as the police); the posture of the
population (for example, that the majerity weuld be in shelters heving
organization and communication to the EOC); and the makeup and
decislon-making procedures of the ECC staff,

With theaze assumpticns, it was possible to identify a conslderable
nunber of actions for which information wouléd be needed. These actions
could be groupaed into three generzl categories:
{1) Those dealing with imrmediate threats to the populationm;
{2) Those dealing wich indirect threats to the population;

{3) ‘'Thosze dezling with thz maintenance of control, communications,
and transportation routes.

Basic types of information needed for making decisions about these

types of actiona were then identified. Some of this information could
b2 prestored at the ECC prior to an emergency. Other irformation would
hawe o be twansxitied to the ECC by messages. Probsble sources of these

vz ldentifled from emong the assused elements (shelters,
atitutlong, ete.).

#
4 “athﬂ "nq¢iwemant" ware then allocated to vorlous types of
basic mzas ageﬂ 2.5., unecheduled situation reports) to be submitted by
hese clanenibs,

%, such 23 requests from & ghelter msnager or *n”“rwc»
E2% to an operating element, were considered to be Yapscisl™
volume of meseages between two locatioms was estimated on
leagrths of ﬂadplﬁ nezsages of various types aund estinmates
uency with which such messages would be transmitted., Pesk
loads of measagas between shelters and other elements of the assumed
organization and the EOC were estimated for certain conditioms (such as
movesent o shelter).

“

Iﬂ attampting to idwntify th# volume of regsages to be transmitted,
it bezans ap@ﬁrma“ that the aveiisbility of the Emergarcy: Broadeas: Sy%tﬁm
\C’ ‘ would b2 an important facter. Its availebility could reduse the
nzmﬁer of messag2e to clements from the BOC, acd by using 4t to ldencify
types of information needsd or not needed, tbg BOL etaff cou 1d influence
the volume of lao nmirg messages, ‘



wae uoad in determining the
a1 ¢3, and orher
or gummary status renorhs
'g were identified. The
vagien precessing and etovage

4

.
ate agencie

1 level, ﬁhu actiong ¢
econcerusd with specific
R lzcal and state IQVﬁlg, It was asg ok g

defsnse reglons can azsist in woating civil aef nse ﬂn}ect¢ver b" m*rimating
conditions and in advising statas, -nd.by participating with fedewral
agencies in coordinating fedeval and state sctivities. Information re-
;ui"ﬁﬂﬂr*‘ fe* regicnal hecdruarters were defined and types of unscheduled
reports o be sont by state neadquarters were identified.

.

The concept of operacions and the procedures for defining the system

ars discussed in detail in Chapter 2.
B. Repults

A systermatic analysiz is nrov*d¢d of the types of information that
smeomoslt 1ikely to be naeded by civil defense organizaticns in @ widcsoread
he rennrth snoclifien tjp?a end estimstes voluses of Vi
111 need to te transmitted o ECC's at the local
mergency headquarters {EH's) in order to
slzo specifies the dats to be prestoved.

O
3]
vt I e
b ,q
3
n

[ 2R aad

s I o]

The ceport Jazcribes other types of messages that can be expec
0 commmnication requivements, and the estimated losds of all -

te

T28

WEeT ?oum sp2cifiz elements of the civil defense organization u“de
: fon3. The relative merits of teletype and telephone wmodes

'.’!

zocedures and staff responsibilities ave suggesiad
of the required information from in“omlng pessages

Civil Defense Emmvgency Information System ghould ba deﬁign&d
17 ¢o previde an informaticn base for decisions thet wmust be
achisve oivil defenss objectiwes., Reporting “ﬁruir wnks

: sdrance of any emergency, &nd commuaicabions dieg ip“hn_
from tha beginning of an emergency, in order to insure thet
eined informeiion bree can be developed &b £he mmergency opara-
ziens penters end emergency naedquerters within the civil defemse

.
SiEnTion

S

comunicaticns, will be influenced by the efficlency with which this
p atfon bhees 412 eatablisghsd,

2 The welpre of random or special measages, and ths efficiency of
o

3
o




iy of the effecta of 2 nuslewr war, oh
matlon Systes wuot he decgigned
icng and steff procadures,

)J;

G, The requirements for information &t the national level of the
civil defense organization sre influenced by the responsibilities of
all government departments znd egencinss for emergenty operstions,
Therefora, the Givil Defense Emargency Ivformation Sysizm el be
denignad a9 part of a national emergency information svstem.

v and wee of the Ermergeancy Broadeast System hs
upon the inforwation syestem racuire

vaten muet ba conzlstont with thw P
ency Information System.

9, Th2 uzs of Nudet reports as 2 method for deriving informeticn abeutl

the of pestattack population and rescurces is of guasti

vals ios prwsw% 2z ofifectivanese should be systemntiesnlily

x grz feund in Chapter 7.

i Tha procedures advarced in this report should be used under the
vactl £ GCD to develop a prototype information sysztem for siistic

t:4
rganizations in one or more local sreas, The performance
chould thern be evsluated in well-plennzd exercises in
iefine the methodeology before it is recommended Fox

-

fanse plann:rs at siste and Logel lavel:

cvater e not defined ond evaluatad as vecoowrs
£ the stalif information procegsing aed decim
cntained in this report should be 'vmiuot
hods or exercizes,

b

= H
a5
(83 !;3

for unscheduled shelter situaticn veporte and forms
fommation et BOC'e should be éaveicgmé and incorporated

s 1 L3 rnon
L Dofenge Culde.,



B

e pl L ¥
: Lo ko -l
b B2 in gupport of rhelr

within areas or districts of large statss as
points ghould be studied,

o . 5 . I o A st
coommena & study oL Ine

5. Tha Cfflce cf Civil Deofarza s I require.
cents for iaformation at the omevgency hendguartzrs of nll federel depavre-
monts aad rgoncies in keeping with thelr zaesigned wesponsibilities ge a

iret step in determining how foderal siafls and communications may e
noat efffciently used in o na L;cnal emATZRNCY .

7. 4 study zhculd b2 conducted to estimete ths timeliness and accuracy
achieveble by & computer-bazad domage 2ssesement system and the timeliness
nf accurscy chtainable by Isss sophisticated aystewms,



For & number of years, there has been a civil defense program in
the United States, the objective of which has been to minimize the
effects of a nuclear attack or other major civil disaster, Under this
prograam, shelters have been identified, marked, and stocked; warning
systems developed; radiation monitoring instruments procured and
deployed; personnel trained for various civil defense responsibilities;
emergency operations centers established in some locations: communfications
and other types of equipmsnt provided; and reseerch conducted.

However, no system has been formulated for collecting, processing,
and disseminating information that will increase the probability that

these elements of civil defense are used effectively if a nuclear attack,

or other civil disaster, seems imminent or occurs. It has been the pur-
i pose of this study to help formulate what this information system should
be .

In Phase I of this atudy;l/

information system were identified, information requirements to be met

the general procedures for defining an

by the Civil Defense Emergency Information System (CDEIS) were qualitatively

srated, and existing concepts for exchange of information during an

: emergency were analyzed.

. In this, the second phase of the study, the objective was to define

more specifically the types of information required at local, state, and : - -
federal levels of emergency operations, and to define an information

system to provide this information. The system was to be defined in
terms of:

(1) ZTypes, flow and volume of messages;

(2) Plow ~£ information in an operations center; snd records and

e L At ARESOES  T

displays needed.

Y E. R. Brooks, G. H. Otto, D. H. Fishman, and J. E. Walker, Jr.

: Analysis of a Civil Defense Information System, Phase I, Final 1
] ) Report, R-OU-134. Durham, North Carolina, Research Triangle
ﬁ Institute, December 1964.
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A.  Apprcsch
S §iddaed EREE The Vesdc veason for  the information mystem
would be to supply information required for the conduct of emergency
operations. Consequently, it was necsssary to begin with a concept of

the operations to be conducted in an emergency and the actions requiring

decisions at local, state, and federal levels of civil defense. '"Actionsg'
were considered to include rot only the coordination of organizational

activities, but the provision of advice and information that would be of :
use in decentralized or Individual decisions. :

Y

Shina

At the local level, actions to be taken at the emergency operations -i
center (ECC) would depend, of course, on the specific capabilities of

operational organizations (such as the police force) and on the defersive
posture or coadition of the population. Less obviously, accions to be

taken would depend on the nature of the EOC staff and its capabilities
for decisisn making,

LT AL Bt S R #b’ﬁ’ﬂl‘"‘f’?‘"‘!ﬂﬁ‘!* ' R "

Hence, in order to determine the actions for which information

'; would be needed, it was necessary to make at least some general assump-~
: tions about the operational forces (such as the police); the posture
of the population (for example, that the majority would be in sheiters
E i having orgunization and communication to the EOC); and the makeup and

' decision®making procedures of the EOC staff.

i -i With these assumptions, it was possible to identify a considerable '
? number of actions for which information would be needed. These actions i
: could be grouped into three genergl qatggories:

o L

* (1) These dealing with immediate threats to the population;

(2) Those dealing with indirect threats to the population;
. (3) Those dealing with the maintenance of control, communication,
and transportation routes.

Basic types of information needed for making decisions about these

3 types of actions were then identified. Some of thiz information could

be preatored at the EOC prior to an emergency. Other information would
have to he transmitted to the EOC by messages. Probable sources of these
messages wvere identified from among the assumed elements (shelters,

R )

police, institutions, etc.).

Information requirements were then allocated to various types of

1-2
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basic messages (e.g., unscheduled situation reports) te be submitted by
these elements,

Other messages, such as requests from a shelter manager or instruc-
tions from the EOC to an operating element, were considered to be "special"
messages. The volume of mesgages between two locations waes estimated on
the basis of lengths of gample mesgsages of various types and estimates
of the frequency with which such messages would be transmitted. Peak
Ioads of messages between shelters and other elements of the assumed
organization and the EOC were estimated for ce tain conditions {such as
movement to shelter). e

In attempting to identify the volume of messages to be transmitted,
it became apparent tha. the availability of the Euwergency Broadcast flystem
(EBS) would be an imporrant factor. Its avallability coculd reduce the
number of messages to elements from the EQC, and by using {t to identify
types of information needed or not needed, the EOC staff could influence
the volume of incoming messages.

At the state level, a gimilar approach was used in determining the
information to be provided from local EOC's, state agencies, and other
sources. Types of messages and the focrmats for summary gtatus reports
for providing this information from local EOC's were identified. The
responsibilities of staff sections for information processing and storage
were also defined.

At the federal level, the actions to be taken in a civil defense
emergency are less concerned with specific and immediate conditions
than at local and state levels. It was assumed, however, that civil
defense regions can assist in meeting civil defense objectives by estimating
conditions and in advising states, and by participating with federal
agencies in coordinating federal and state activities. Information re-

quirements for reglonal headquarters were defined and types of unscheduled

reports to be sent by state headquarters were identified.

The concept of operations and the procedures for defining the system
are digcussed in detail in Chapter 2.
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‘B, Resulis

A systematic analysis is provided of the types of information that
are most likely to be needed by civil detense organizations in a widespraad
disaster. The report specifies types and estimates volumes of 'basic"
messages that will need to be transmitted to EOC's at the local level and
to state and regional emergency headquarters (EM's) in order to provide
this information, It also specifies rhe data to be prestored.

The report describes other types of messages that can be expected to
impose comeunication requirements, and the estimated loads of z11 messages
between some specific elements of the civil defense organization under
given conditions, The relative merits of teletype and telephone mndes
of transmission are comparad.

In addition, procedures and staff responaibilities are suggested
for the development of the required information from incoming messages
and prestored data.

C. Smclusions f
1. 'The Civil Defense Emergency Information System should be designed ;

primarily to provide an information base for decisions thet must be |
made to achieve civil defenuc objectives, Reporting requirements must :
be specified in advance of any emergency, and communications discipline -
exercised from the beginning of an emergency, in order to insure that

the raquired information base can be developed at the emergency opera-

tions ceanters and emergency headquarters within the civil defense

organization,

2. The volume of random or speclal messages, and the efficiency of

communications, will be influenced by the efficiency with which this ;
information base is established, X
3. Peak loads of message traffic at the local and state level will y
probably occur during the relatively short pericd in which shelters
are being occupiusd,

4. Requirements for communications must be determined on the basis
of the (rganizational and geographic aspects within a specific area.
The place of shelter complex headquar‘ters and hezdquarters for areas

within s state are also determined by geographic aspects of the area,
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5. In view of the uncertainty of the effects of a nuclear war, the
Civil Defense Pmergency Information System must be designed to provide
for flexibility in communications and siaff procedures.
6, The requirements for information at the national level of the
civil defense organization are influenced by the responsibilities of
all government departments and agencies for smergency operations,
Therefore, the Civil Defense Emergency Information System must be
designed as part of a national emergency information system.
7. Preparation of written copies of telephone messages,is an inefficient
use of compunications, 4 comprehensive study is necessary of decision-
making procedures and information flow within emergency operations
centers or emergency headquarters,
B. The availability and use of the Emergency Broadcast System has
an important influence upon the information system requirements, There-
fore, plans for this system must be consistent with the plans for the
Civil Defense Emergency Information System,
9. The use of Nudet reports as a method for deriving information about
the status of postattack pupulation and resources is of questionable
value, and its probable effectiveness should be systematically determined.
Expanded conclusions are found in Chapter 7.

, .

1. The procedures advanced in this report should be used under the

direction of OCD to develop a prototype information system for existing

¢ivil defense organizations in one or more local areas. The performance

of thiz system should then be evaluated in well-planned exercises in
order to befter define the methodology before it is recommended for
use by civil defense planners at state and local levels.

Z. If the total system is not defined and evaluated as recommended

above, variations of the staff information processing and decision-
making procedures contained in this report should be evaluated either

by analytical methods or exercises.

3. Specific formats for unscheduled shelter situation reports and forms

for recording information at EOC's should be developed and incorporated
in the Federal Civil Defense Guide.
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4. Specific procedyres for the use of the Emergency Broadcast System
should be developed in local civil defense planning so that pricr to

an emergency, local civil defense organizations will know approximﬂtely
how much capability can be provided by the EBS in support of their
operations.

5. The use of centers within areas or districts of large states as
information collection points should be studied.

6. The Office of vivil Defense should recoumend a stuydy of the require-
ments for information at the emexgency headquarters of all federal depart-
ments and agencies in keeping with their assigned respomsibilities as 2
first step in determining how federal staffs and commmications may be
most efficiently used in 4 national euergency. .

7. A study should be conducted to estimate the timeliness and accuracy
achievable by a computer-based damage asgessment system and the timeliness
of accuracy obtainnble by less sophisticated systems,
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Chapter 2

Procedure in Defining the Civil Defense Emergency Information System

T, INTRODUCTION

In this chapter, general concepts of civil defense emergency opera-
ticns and iuformation systems to support these operations are first stated.
Procedures are described that can be followed in defining the types and
volume of meggages to be transmitted and the information processing to be
performed at an EOC or EH. Finally, limitations of the procedures in de-

fining the system for specific organizations are noted.

II. GENERAL CONCEPT OF CIVIL DEFENSE EMERGENCY OPERATICNS

In the event that a nuvclear attack upen the United States seems
imminent, activitics will be initiated that are identified here as civil
defensc emergency operatians.* Some of these operations will be the
acceleration of the present non-emergency activities, such ag the placement
of supplies in shelters. Other activities would be undertaken such as the
broadecast of waraing, the movement of people to sheiter or other less
vualnerable locations, and actions to reduce the vulnerability of utilities
and supplies.

If an attack oceurs, it is reasonable to expect that in some geo-
graphic areas, it will be possible to conduct firefighting, rescue, and

other types of emergency operations to further limit the effects of the

attack, [n all areas, it will be desirable to supply advice and informa-
tion to the population.
Civil defemse plans provide that local emergency operations be

cordinated or directeu at pre-established emergeacy operations centers

{EOC's) that have some fallout protection. The actions taken at EOG's

will be under the control of peacetime government officials. Public ser-

vices guch as the police, fire, and highway departments, and voluateer

£
=
3

R

organizations such as the Red Cross, will be used where available. Civil
defense officials and workers will be used to assist in the coordination A

of operations and to perform special tasks for which they have been trained,

Civil defense emergency operations could also begin with the threat of,
or the occurrence of, a natural disaster or a nuslear accident. These
would impose less stringent requirements for decisions, but the same
decision-making processes can be followed as would be followed in the
event of a nuclear attack,
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principally radiological monitoring and management of public fallout shelters.

When available, military units may also be used for wissions under the
direction of the EOC.

The above concept of operations applies to an EOC at the local or
county level of government. State civil defense emergency hesdquarters
{EH's) would provide information and advice to--and coordinate the activ-
ities of--local EOC's, state operating agencies (such a&s police and
highways), and assigned military units. For emergency operations, states
may be divided into civil defense areas, each having its own headquarters.

Coordinating and supporting the activities of the state EOC's would
be the headquarters of the eight federal civil defense regions and the
National Civil Defense Headquarters. Thus, in accordance with the opera-
tional policies stated in the National Civil Defense Emergency Operations
Plan, each level of government will support those &t the next lower
echelon.

More detailed descriptions of local, state, and regional organizations
are given in Chapters 3, 4, and 5 respectively.

TIT. CONCEPT OF THE CIVIL DEFENSE EMERGENCY INFORMATION SYSTEM

The Civil Defense Emergency Information System (CDEIS) that is con-

sidered in this report is intended to provide:

(a) A means by which an emergency operations center (EOC) or other
civil defense emergency headquarters (ER} can receive data and
develop information necessary for decisions in keeping with the
objectives of c¢ivil defense;

(b) A means by which directives, advisories, and information may
be provided by an EOC or EH to elements in its area or to other
EOC's and EH's.

in an emergency, the CDEIS will not be the only means of information

exchange. At the local and state levels of govermmen:i, operational units
(such as the police) will also have operations centers and comwnication
capabilities. At the federal level, departments and agencies with emergency
respongibilities will have their own offices and have communication systems
available for their use. In addition, at all levels, a broadcast capability
will exist through the commercial radio nets and the local stations that
constitute the Emergency Broadcast System (EBS).

2-2
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These elewents will be extremely important in the collection and
dissemination of information, but will not be organic parts of the CDEIS.
RHowever, the CDEIS muei provide for interfaces with these systems,

The CDEIS will operate from the time that operations centers or head-
quarters are occupied under emergency conditions until there is no need

for emergency coordination of activities, or until normal means of control
will he reestahlished.

IV, GENFRAL PROCEDURE FOR DEFINING THE CIVIL DEFENSE EMERGENCY
INFORMATION SYSTEM

A. Determining Information Requirements

The information that the CDEIS is to collect or develop depends upon
the actions for which decigions will be needed. The pature of these actions
depends in turn upon:

(1) The general objectives of civil defense emergency operations;

{2) The types of enviromment in which operations will be conducted;

{3) The govermment level conducting the civil defenae operations.

Three general objectives of civil defense emergency operationa were
assumed in this study:

{1) To veduce direct threats to life, including the blast and thermal

effects of weapons, fallout, fire spread, flocds, and exposure
to extreme envirormental conditions;

{2) To reduce indirect threats to life resulting from lack of food,
water, housing, electrical power, medical and sanitation facilities
and services, and from failure to replace inventories or to restore
services. Breakdowns of morale and order could be other indirect
threats to life;

{3) To maintain govermment or control, and communications and transa-
portation links that will be necessary to accomplish (1) and (2).

The types of enviromments in which civil defense emergency operations
will be conducted are usually described by time with respect to nuclear
attack; that is-~preattack, transattack, and postattack.
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These "time-enviromments' are sufficient to determine the types of
actions to be taken at state and higher government levels; but at the
local level, it is neceasary to define time-enviromments more precisely.
In thia report, we use the following four time-environments:

(1} PFrom the occupancy of the EOC to the occurrence of direct

effects or fallout;

(2} After direct effects, but prior to fallout;

(3) During the occupancy of shelters;

(4) When short sorties from shelters are permissible for the begin-

ning of recovery operations.

Required actions are finally determined by the leve. of goverrment
at which emergency operations are being conducted. The informstion system
wag considered for three levels of govermment: locsl, state, and federal.

A local civil defense organization might serve & city, & county, or
some small geographic area such as a district within a county. In the
analysis of the local civil defense information system in Chapter 3, it
was assumed that the local organization would serve a city of about 100,000
population.

At the federal level, the eight regional headquarters are staffed in
peacetime, and all are expected eventually to occupy hardened sites. )
Consequently, regional headquarters are considered to be of more concern
than the national headquarters in defining the information aystem at the
federal level, and the place of the information system at the national is
only briefly considered.

Actions at each level of the three lewvels of govermment were tabulated,
and are found in the following chapters. Actions included the provision
of information and advice as well as the coordination and direction of
operations, such as movement to shelter.

Types of informatiom necessary

for decisions about each of these actions were listed. For some actions,

thirty or more differing types of required information are listed.
B. Basic Message Requirements
1. Iypes
Much of the "information bage" that is needed for actions that
can be anticipated must be created from data that are contgined in
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prespecified types of messages, which will be designated in this
report as "basic' messages. These messages may be of the following
types:

Unscheduled situation reports about a particular type of
event that has occurred {such as the arrival of fallout) or
a gituation that has been identified (e.g., the location of
a traffic blockage);

(m-call situation reports in response to & request from
the operations center for informatlon about a capability
or a condition;

Scbedpled summary status reportsg in accordance with an
established schedule and containing a summary of capa-

bilities and conditions;

Scheduled Radef reports in accordance with an establighed
schedule for radiological monitoring reporting.

Unscheduled situation reports were further categorized by their
subject, such as an "initial shelter situation report" or "out-of-

shelter population report".
Finally, messages are categorized by their urgency of trans-

migsion. A "flash" message is to be sent as soon as possible and is
given precedence over &1l other communications. A “priority" message
is considered to have the next highest transmission precedence. All
other messages are considered to be ™routine”.

In the analysis, each type of information that could not be pre-
stored was identified by at least one type of message by which it
could be provided.

2, Lengths
The lengths of unscheduled situation reports were determined

by the preparation and word count of sample messages of specific
types.

The lengths of schcduled status summary reports were determined
by preparation of detailed formata of messages and the eatimation
of the number of words in each section of the report. The lengths
of abbreviated forms of summary status reports, such as might be
transmitted when complete information could not be provided, or when
some conditions are unchanged since the last summary report, were

alsc determined.
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Lengths of Radef reports were determined from sample messages
in the reporting procedures deacribed in the Federal Civil Defense
Guide.

3. Buwber and Frequency of Basic Messsges

The number of unmscheduled situation reports to be sent in a
given period of time by any element of & civil defenee organization
will depend upon the type of reporting element, the number of changes
in the situations to be repcrted, and the number of messages about
a2 particular change in situationm,

Estimates of the number of unscheduled messages from s shelter
were determined from estimates of upper and lower bounds of the
probabiliry of the occurrence cof conditions at a éhélter requiring
the reports and estimates of the maximum and minimum number of reports
concerning a particular condition.
For cther parts of the local civil defense organization, such as
police, hourly meximum and minimum numbers of messages of various types
were estimated directly.
Numbers of messages of various types in a period of high message
traffic from a local EOC to the state headquarters were also esti-
mated. No attempt was made to define the numbers of messages from
other possible elements of state civil defence organlizations, since
states vary greatly in size and populatiom.
C. Requirements for Other Mesaages

Provision mist be made in the CDEIS for requests and inquiries to
the operations center ¢r headquarters from organic elements and for requests,
information, or instructions from the operations center to these elements.
Such transmissions were considered to be "special" messages.

The number of special messages and their length depend on a number
of fectors. Qbviously they are influenced by the effectiveness with which
basic messages are provided. For example, if basic messages have been
received that enable the staff of a local operations center to determine
the situation with respect to fire, decisions can be made and amounced
that may forestall a shelter manager's request for firefighting equipment

or inquiry as to whether the fires are of such a nature that the shelter
should be sbandconed.

2-6
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The number of gpacial mesadges Is also affected by:
(1} The availability of the Emergency Broadcast System (EBS) for
messages that apply to more than one elament. Obviously if

information can be broadcast over a separate system, the com-
munication load on the CDEIS will be reduced.

(2) The capability within these elements for decision making. The
grester this capability for decision making, the less direction
that will have to be provided by the CDEIS.

In general, however, since the basic messages include informatiom
about situations that require actions concerned with immediate threats to
1ife or vesources, the greatest number of incoming special messages will
not have a high mesgsage transmission precedence, and may be transmitted
at times when the system has a low voilume of flash and prioriry basic
messages.

D. Determination of Peak Message Loads

In order to determine communication requirements, it is necessary to
know as accurately as possible the greatest demsity of basic and special
messages with transmission precedence, and in what time pericd this maxiaoum
will occur. Estimates of these 'peak loads" of traffic for some elements of
¢ivil defense organizations were made, based on estimates of the length of
time during which certain conditions would occur and the numbers and lengths
of messages to be exchanged during this time.,

The principal part of this load was judged to be basic messages,
since as noted earlier, special messages will tend to be of low precedence
and can be delayed in transmission or can be excluded from the information
system altogether by broadcast instructions, such as "Send no more inquiries
about missing persons until further annmouncement over this station'. Obviocusly,
the effective use of message precedence will be important in preventing over-
loading of communications in peak periods.

E. Requirements for Messages Between EOC's or EH'z and Other Elements

The CDEIS must also provide for exchange of information with non-
organic elements, such as EOC's in adjacent areas, military units, or
higher headquarters.
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The types and numbers of nessages to higher headquarters are largerly
set by the needs of the higher headquarters for informstion, Thds, the
requirements for communication between a local EOC and a state EH are
determined principaily by the state's requirements for basic messages.

The messages between headquarter: in adjacent areas are dependent
upon geographic and economic factors and the degree to which joint
operations are planned and possible,

Messages between EOC's or EH's and militarv units will depend upon

the geographical location of those units and their operational capabilities.
F. Prestored Information

Prestored files, documentg, and maps can be used in addition to messages
to provide information for decisions. Specific items of information to be
prestored at the operations centers or headquarters at the local, state, and
regional level were swumarized from the worksheets on which information
requirements were listed. This prestored information then did not generate
any communication requirement,

G. Information Processing and Display Requirements

Procedures to be used In information processing depend upon the makeup
of the staff of the EOC or emergency headquarters and the general concept
of decision making that is followed.

Assumptions were made as to how civil defense functions would be
represented in the staff organization. At the local level, it was assumed
that there would be staff sections with the responsibilities for:

(1) The protection and relocation of the populaticn, whether in

or out of shelters (designated as the Population-Shelter
Section). :

(2) The coordination of mobile operatiomal units such as police,
firefighting, and road maintenance {designated the Emergency
Services Section).

(3) The protection of, and maintenmance of records concerning,
supplies and important facilities such as hospitals (designated the
the Logistics Section).

{4) The collection and development of information om enviromnmental
conditions, particularly continuing threats and the effects of
auclear attack ~r zatural disasters (designated the Intelligence
Section).

2-8




(5) The control of the operations center and the making of decisions

about coordinated actions (designated the Executive Section).

Sone modifications of this staff organization were made as seemed
desirable at the state and vegional level.

It was algo assumed thai, while centralized control of operational
decisions was necessary, the staff members should participate in the
decislon-waking procedure by:

(1) 1Identifying situations for which actions on the part of the

operations center might be necessary;

{2) UDetermining the feasibility of specific activities;

%
£
¥

{3) Evaluating the relative effectiveness and cost (in terms of
utilization of limited resources) for alternative activities.

P, a3 WA )

In keeping with these assumptions as to staff organization and
declsion-making procedures, responsibilities werz assigned to individual
1 staff sections for developing and transmitting required information by
¢ keeping and analyzing files and displays.

H. Summary

In gummary, the general procedure that was followed in defining the
. CDEIS was to:

(1) Identify probable actions to be taken by civil defense organi-

: zations at local, state, and regional levels of. government;

i (2} ldentify the information requived for decisions about these
actions;

(3) Identify the types and subjects of basic messages by which
this information could be proﬁidé& to EOC's or EH's from their
organic elements;

(43 Estimate the amount of communication traffic generated by
these messages under particular conditions;

(5) Identify other types of messages (special messages) between
the EOC's and EH's and their organic elements;

(6) Estimate the maximum or peak periods of message density be-
tween major organic elements and EOC's or EH's;

{7) Identify the types of messages to be exchanged between EOC's
or Ei's and nonorganic elements, such as military installaticms

and higher headquarters;

2-9
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(8) Identify, on the basis of dssumed staff organizations and general
procedures for decision making, responsibilities of staff sections
for developing information and maintainlug files and displays.

V. LIMITATIONS OF THE PROCEDURE

In the fellowing chapter, the procedure described above is followed

i
in amalyzing requirements for the CDEIS st the local level. Similar pro-

cedures, though in less detail are uzed in defining an information system
for state and regional levels in Chapters 4 and 5, respectively,

However, sowe factors influencing the development of the CDEIS ave

specific to the organization and lucation., Ac:ordingly, results derived

by this procedure are not completely generalizable.

At the local and state
ievel, factors such as geography, the dispersal and protection of the popu-

lation, and the economy of the area wili influence the types of actions to
be taken.

Por example, if an industrialized area surrcounded by other urban
areas and an fsolated residential community experience the same attack con~
ditions, there could be significant differerces in the actions requiring
decisions. These factors will also affect the location of shelters and
other operating elements, and consequenily the routing of mesgages.

The requirements for the CDEIS are also influenced by the type of

operational elements that may exist in a particular area and especially
by thefr means of control.

For example, all communities can be expectead
to have police forces, but thase forces may be deployed and controlled

in quite different ways. The means of contrcl may vary from a hardened
control center with sophisticated data transmission and processing capa-
bility to a series of ??b§tﬂ§§?ni,1§ offigg_bg}ld;qggg‘ghgfg>9n}ylgip;gal
fecordS are keéf &ﬁé cﬁéﬁnﬂicaﬁion is by unsophisticated linkQ shared with
other ugsers. Obwiocusly, the degree to which information gathering, deci-
sion making, and control can be accomplished by an operating force or ele-
ment will influence both the types of actions requiring decisions ar the

EOC and the type #nd muumber of messages that will be exchanged with that
element,

A O B T e R R IR A R LA SRR

VP

Methods for anslysis of sltermatives of informarion development and
flow in a specific organization are to be found in the technical literature
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of information systems, A number of methods were reviewed for their appli-
cation to the CDEIS. Of these, a method by Langeforsl/ seemed to have some
application, However, the detailed analysis of flow of information within
the local organization that was assumed, could not be done in the time avail-
able for the study.

In the analysis of shelter-to-EOC communication requirements for the
assumed organization, all shelters were reguired to report directly to the
EGC. ilowever, this is nort necessarily the optimum procedure., An analysis
of factors that determine whether a shelter complex headquarters should be
used as an intermediate reporting point is provided in Appendix A,

The organization of the EOC or EH and the concept of decision making
that is followed will influence the types of actions that will be taken and
subsequently, information yequirements, Under one concept, for example, the
EOC would only inform the public and operational units that a bridge is
blocked by disabled vehicles; under another concept, the staff action would
be to organize a force to clear the bridge. The concept of staff organiza-
tion and decision making will also determine the methods and equipment for
information processing, storage, and display,

Finally, in the definition of a CDELS for a particular loecation, there
must be consideration of other specific elements that may be sources or
vecipients of information. Principal among these at the loecal level are
headquarters of other civil defense organizations, military installations,
and state agencies, At the state and federal level, there may also be
headquarters of federal departments and agencies fyom which information c¢an
be obtained and to which it may be sent,

In brief, 1t is fmpossible to design the emergency information systems
for any place without consideration of the organization of civil defense
elements, the EOC or EH staff organization, and decision-making procedures,
A1l must be considered as parts of a single system for meeting the objectives
of civil defense emergency operations,

v

Tidskrift for Informations Behandling (Dermark), Vol, 3, No. 4 (1963},
po. 229-254.
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Chapter 3

The Civil Defense Emergency Information System at the Local Level

I, INTRODUCTION

A. Scope of the Chaptey

The objective of this chapter is to describe in detail the steps
by which a local CDEIS is defined, using the general procedures identi-
fied in the preceding chapter.

In order to provide an organizational framework for the system,

a fairly definite local organization waa assumed, However, to have de-

fined gpecific operational, control, and communication capabilities

would have been extremely time-consuming and would not have increased
the applicability of the system so defined to other posgsible or-
ganizations,

No specific attack enviromments were used 23 a basis for determining
specific situations that would require a transfer of informationj Instead,
for four emergency time-environments, estimates were nade of the upper

and lower limits of numbers of messages of particular types between an

T e PV ;
L LTI PN RS T L B Sy

. element (such as a police hesdquarters or a shelter) and the EOC. Even
had specific attack envirumments been considered, the number of cccurrences
of a specific situation to be reported (such a&s a traffic blockage) would
still have to be estimated.
Consequently, only approximate limits on the quantity of various types
of information to be exchanged during given time periods can be established.

:
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However, the process of analyzing the system requirements even in
this manner resulted in defining:
; : (1) Specific types and formats of messages and prestored informa-
' tion that should be provided to local EOC's;
(2) Reasonable peak loads of messages between the EOC and shelters:;
f' (3) Activities that should be accomplished by staff sections at

EOC's in developing an information base upon which to base
decisious.
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B. Organization of Local Civil Defense

There are many ways in which local ecivil defense may be organized
in the political subdivisions of a state. A rivil defense organization
may be provided for a single city or town, for a rt of a city, for a
group of communitics, for a county, or for a ps £ & county. Since
all of these organizations may deal with similar sz ‘:ations and take
similar actions, there has been no attempt to corwiicr each pessible
type of organization separately; each may be congidered as & "local”
civil defense organization.

In order to provide a framework for defining & local system, a
fairly definite local organization was visualized. The wrganization was

assumed to serve a city of about 100,000 population, having the following
operational elements: “ ’

Occunied shelters;
Uniis and control centers for mobi.e aergevcy services, including
police,
fire,
ambnlance and rescue,
road maintenance,
water,
electricity and gas,
telephone;
Hospitals and medical centars;
Other occupied institutions (e.g., jails);
Transportation control centers and terminals;

Specified industrial §lanzs, warehouses, and storsge creas
{(e.g., for earth-moving equipment);

Radef monltoring stations not co-locatad with any of the above.
The foilowing related elements were also assumed, although not
organic parts of the gystem:

A commercial radic stationr of the Emergency Broadcast System (EBS),
Military urits,

E0OC's in adjacent areas and the state civil defense headquarters,
Terminals of the National Warning Syst m,
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The principal element for coordinaction and control of emergency
cperations at the local level will bhe the Emergency Operations Center (E0C).
It will be under the direction of local government officials, assisted
by their civil defense staffs.

At the EOC, informstion from the elements of the civil defense or-
ganization will be collected and evaluated, and through these elements
actionsg will be coordinated, ard advice and Iinformation provided.

The operating staff at the EOC is considered to be grouped into the
following sections:

1.  An Ezecutive Section, headed by the chief of the local govern-
ment or his representative. He may be assisted in matters of
policy by an advisory staff compesed of representatives of the
local government and the community. This section will include
the civil defense director and may exercise‘supervision over
communications.

2, An Intelligence Section, with the responsibility for identifying
and evaluating the general conditions existing in the emergency--
damage, fires, radiation, and other threats,

3. A Population~Shelter Section, which will be concerned with con-
ditions of the population, whether in public shelters or not.

4. An Emergency Services Section, concerned with maintaining and
employing mobile services of various types. This section will
contain representatives of fire, police, and other emergency
services.

5. The Logistics Section, voncerned with supplies of important

regources , hospitals and other imstitutions, and transportation,
II. DEFINITION OF THE SYSTEM

A. Purpose of the System

The information gystem for local civil defengse emergency operations
must provide procedures and equipment for:
(1) Providing necessary information to the EOC from elements of the
organization and external related elements, such ag EOC's of

adjacent areas;
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(2) Storing, processing, and displaying information for decisions
at the EOC;
(3} Providing necessary information from the EOC to the elements

of the organization and to related external elements.
B. Information Requirements

The basic information that the information system is to provide to
the EOC is determined by the types of actions that the EOC can be expected
to perform in meeting the three objectives of civil defanse operations:

(1} to reduce direct threats to life;

{2) to reduce indirect threats to life;

(3) to maintain government or control and communications and trans-

portation links that will be necessary to achleve (1) and (2).

Information requirements will vary according to the four fairly
definite time-onvironments described in Chapter 2:

Time-environment A: from the time of occupancy of EOC to the time

of the first weapon detonation of concern to the EOC;

Time-environment B: from the weespon detonation te the arrival of fallout;

Time-environment C: from the arrival of fallout until limited operations
become possible;

Time-environment D: from the time that brief sorties from shelters first
will be possible for emergency missions to the time that non emergency

means for control and direction are established,.

The worksheets contained in Table 3~I, indicate the information
requirements for decisions about possible actions tc be taken by a local
EOC in meeting the three objectives in these four time-environments.’

C. Requirements for Basic Messages Between Shelters and the EOC
1. Iypes
in Table 3-I the types of information to be-contained in basic
messages from shelters are identified. This information may be trans-
mitted by one or more of the following message types:

(1) Unscheduled situation reports to be forwarded when certain
évents or conditions occur or are observed;
‘ (2) On-call situation reports to be provided when requested
by the EOC;
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(3) scheduled status summary reports and Radef reports to be
transmitted at pre established times.
Unscheduled and a-call situation reports may be further categorized
by the following sub‘ *s:
Shelter open -~ ve orting the fact that the shelter is open
and ready for - cupants.

Shelter occupancy level = indicating when the shelter is full
or when movement Into shelter has ceased at least temporarily.

Initial habitability - providing an inirial estimate of adeauscy
of space, supplies, and ventilation,

Change in habitability - reporting significant changes that
affect the probability of continuing ovccupancy of the sghelter.

Relocation - plans for, or accomplishment ¢f, move from a
particular shelter.

Condition of occupants - indicating important change in physical
or psychological condition of significant numbers of occcupants.

Area environment - reporting major obstacles to traffic movement,

occurrence of major damage, appearance of fire or other threat
in area.

OQut~-of-shelter population - reporting outside population in
need of direction, control, or rescue.

Qut-of-shelter resources - reporting damage or threats to im-
portant resources outside the shelter.

All of the above message categories contain information of
immediate importance, and are considered to be "priority’ messages
in transmissieon.

Two categories of situation reports that are already designated
in civil defense plans as FLASH messages are:

Fallout arrival -~ sent according to Federal Civil Defense Guide.

Nudet report - reporting observation of nuclear detouation,
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It can also be anticipated that some types of information will

*
not be needed immediately and can be provided by on-call routine
messages of the following types:

Space or population conditions - noncritical conditions that
can be useful in subsequent relocation declsions.

In-shelter supplieg - amounts of designated items of supply on
hand.

Manpower types - availability of designated types of manpower.

Area conditions - status of area voads, transportavion and
other resources not needed for immediate operations.

Summatry status reports should also be submitted by each shelter.
The time and frequency at which such reports are submitted should
be gpecified by the BROC, depending upon the particular situation.
These summary veports will generally not provide critical informa-
tion that has not already been reported by some other type of

message .

Radef messages will also be submitted according to the pre-
planned schedule.

The information to be supplied by shelters to provide an infor-
mation bage are related to message types in Table 3-1I.
2. Message Length

In order to determine probable lengths of bagic messages,
sample messages were prepared and word-counts made.
messages are found in Appendix B.

These sample

The samples of various types of unscheduled priority messages
and on-call routine measages do not vary greatly in theix lengths,
and average about 40 words. The sample initial status gummary
report centains approximately 160 words, and subsequent aituation.
reports contain about 80 words.

Radef reports from shelters also are bagic messages. It is

assumed that the messeges will be in the form prescribed in the

Federal Civil Defense Guide. About 10 words wiil be required to

*
Lowest transmission precedence is routine.
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Table 3-11

IDENTIFICATION OF INFORMATION REQUIREMENTS WITH SHELTER MESSAGE TYPES

§§ Information Requirement Message Type
§ Status of radio receivers (EBS, RACES) P81, PS2, PS4, SS
gv Special communication links (to other shelters, RACES, etc.) PS1l, PS3, PS4, 85
4 Nuclear detonation observation FS2
§? New blast, fire damage in area PS7, R84, S8
§A Traffic and road conditiong PS7, RS&
g; Electric power status PS4, 88
3 Water system status PS4, PS7, 8§
;I Shelter management status PSi, PS2, PS4, SS
z Area control and order PS8
Z Shelter opening P51
é Shelter occupancy conditiens PS2, RSi, S8
: Relocation of shelter occupants PS5
% Shelter protection - P83, P84, SR
; Shelter habitability, including sanitation P33, P84, RS1l, 8§
i ' Shelte:r supplies P33, Ps4, RS2, SS !
; . Shelter population - physical condition, morale PS6, RS1, SS |
: ; Out-of-shelter pop'n. - shelter status, movement, rescue needs ___ PS8, S§
o Fallout arrival Fsi
% Radiological condns. Ps?7, 8§, SR
g Fire spread, flood ) PS7
; Transportation availability RS4
Z Survival supply inventories in area ) PS9, R34
g 'Special types of manpower RS3
Names of separated persons RSl

Key to Message Types
Unscheduled and Oun-Coll Priority

Siltuation Reports Flash Mesdages Scheduled Messages
TT - BheTteroen FS1 - Fallout arrival S§ - Status Summary
P32 = Occupancy level ¥$2 -~ Nudet observation SR - Radef Rate

Z - ggz : éﬁiﬁ;:liﬁa::§§::;i§zty On-call Routine Situation Repor:

; PS5 - Relocation RS1 -~ Space or population

PS6 - Condition of occupants RS2 -~ In-shelter supply
PS7 - Area environment RS83 ~ Manpower type
PSE - Qut-of-shelter population R84 - Area conditions

, : P39 = Qut~of~ghelter resource status

3-17
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report radiological dose rate, and about 15 words to report total
dose 23 well 8a rate.
The sample messages provide for no redundancy in content and

no inefficiency on the part of the transmitter. To compensate for

thig, it is assumed that the actual messages will be 207 greater in
length than the sample messages. 4An additional 10 words are con-
sidered necesgary for acknowledgement by the receiver of the message.
3. NBumber of Messages

Some messages, such as a gshelter open message or report, will
occuy only once from any shelter. Summary status reports will be
provided at regular intervals. (Present plans specify once every
24 hours, but it may be desirable to have such summary reports more
frequently ia the first day or two of shelter occupancy.)

The number of most unscheduled or on-call priority messages will
depend upon the frequency of occurrence of the particular situation
which they report. In order to cbtain some approximations to the
nurber of messages of these types from shelters, upper and lower
bounds on probabilities that the situation would occur at least cnce
were estimated. Upper and lower bounds on numbers of mesgsages that
might occur concerning such a situation were also estimated.

The lower probability bound was then multiplied by the lower
bound on number of messages, and the upper prsbability bound by the
upper bound on number of messages of each type in order to provide
an upper and lower limit ox the sumbers of each gpecified type of
unscheduled priority message from one shelter during each of the
four time-environments, It 1s assumed that on-call priority mes-
sages would cccur about one-third as ¢ften as the unscheduled
priority situation reports.

The probability of occurrence and the numbers of on-cgli routine
situation reports were estimated, as were the upper and lower bounds on
the numbers of these messages,

Table 3~III susmarizes the estimates of numbers cof unscheduled

i basic mesgages from a shelter for aeudch of the four time-environments

considexed.
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4. DMessage Density

To be meaningful in defining system requirements, mesgage re-
quirements must be represented as message deasity during intervals
of time. Maximum density cannot be determined solely on the basis
of the four time-environments gonsiderad, for they are indefinite
in length. The time from occupancy of the EOC to the occurrence of
a weapon detonation of concern to the EOC may be extremely short,
or it may be several days if there is such an occurence at all. The
time from the occurrence of a weapon detonation to the arrival of
fallout may vary from about an hour to six hours or more. The
other type of enviromments - continuous shelter occupamcy and sortie
from shelter - may each last for an indefinite number of days.

Consequently, message density must be estimated for mnrre definite
time intervals, The three time intervals during which a peak load
of traffic from shelters are most likely to occur are:

{1} 1In wmovement to shelter;

(2) TImmediately after direct effects have been experienced;

(3) 1In the perlod afrer fallout has subsided to the point

where brief sorties from shelter are possaible.

Of these, the movement to shelter period is considered to
result in mgximum basic message density. In every community, there
is a high probabiiity that there would be a somewhat simultaneous
movement to shelter. In this period, an appreciable number of mes-
gages must and can be transmitted from each shelter to the EOC to
ingureé that the movement is accomplished as efficiently as possible.

On the other hand, fellowing direct weapon effects, only when
there is damage to some fractlon of the shelters will the EOC need
to be informed so that it can take action. When all shelters have
sustained important effects, the EOC would be likely to know this
without individual messages. I* i3 also unlikely that all shelters
in an area will be reporting the beginning of ocut-of-shelter opera-
tions at the same time,

For the movement to shelter period, both the time and the num-

ber of messages from ecch shelter can be reasonably well established.
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Community shelter plans are presently based on travel times cf one-
half hour in urban areag, and one hour seems to be a reasonable time
limit in which the initial messages from sheiters wiil be received.
The initial messages can be expected to consist of the following:

Shelter open report, 1;

Shelter occupancy level, 1 te 3;

Initial habirability, I;

Qut-of-shelter population, O or 1;

Area environment, 0 or 1;

Qut-of-shelter vesources, 0 or 1.

Thus three to eight bagic messzages might be expected during
the movement to shelter period and this period might be expected
to last about one hour.

Reguirements for Basic Messages Between Emergency Services and the EOC

1. Types of Messages

Because of the mobility of their operating units, an lmportant
source of information at the local level will be the emergency services,
including police, fire, utilities, and road repair. Units of such
services will have radic equipment for communicating to their emerg-
ency control centers. These control centers may be located at the
EOC, but it is assumed that they are not, and that the civil defense
information system will include communication to these centers, but
not to individual units.

The information to be provided to the EOC by these centers can
be allocated to the following types of urnscheduled or on-call priority
mes8ages :

Initial stetus - describing the control, communication, and overail
operating capability of the service, This nessage will be sent

as soon as possible after the eumergency plan for the service has
been put into effect,

Change in status - reporting any significant change in the capa-
bility of the service; for example, loss of communication to
operational units.

Area environment - reporting the occurrence of a condition that
will influence operaticas or threaten population or important
regources; for example, damage to roads or spread of fires.
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Population status - reporting movement, disorder, or casualties
involving significant numbers of people either in or out of
designated shelters.

Critical resource status - reporting threats to, or change in
condition of, an important resource; for example, trucks coun-
taining food abandoned in an area where there are fires.

Other civil defense element - reporting changes in the gtatug of
ancther part of the civil defense organization; for exsmgle,
location of receutly abandoned road repair equipment or inability
of a shelter or other element to communicate directly with the EOC,

Periodic status summary messages and Radef reports from desig-
nated monitoring points may also be provided to the EUC from control
centers of the emergency services., There will also be reports of
awcbile radiologiéal monitoring from the emergency services, and
these will be furnished on an on-call basis. In Table 3-IV, the
information required from emergepcy sexrvices is related to the
above types of basic messages.

Z. Message Lenpth

Sample basic messages of the above types are given in Appendix B.
While there is a somewhat greater variation in the length of
these messages than in the messages from shelters, most messages
would require about 50 words. As in the case of shelter measages,
the mesmages from the emergency services as given do not provide
for any inefficieacy or redundancy in transmisgion. Consequently,

the average length of a basic message 1s estimated to be about 70
words.

3. Yumber of Messages

The number of basic meassages to be reported from an emergency
service during a particular time-eavironmgnt depends principally upon:
{1} The mission and cowerage of the emergency service force

(for example, under most conditions there will be more police
cars than road repalr crews deployed);
{2) The duration of the time environment.
In estimating the number of messages from emergency services,
a city of 100,000 population was assumed. In an actual city of

this size, it wag determined that the fcollowing approximate numbers
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Table 3-1V

(POLICE, FIRE, UTILITY, ROAD REPAIR)

Staius of radio receivers in center, unitg

New blast, fire damage

IDENTIFICATION OF INFORMATION REQUIREMENTS WITH EMERGENCY SERVICE MESSAGE TYPES

PEl, PE2, ES
PE3

Nuclear detonation observation

FE2

Traffic and road conditions

' PE3, PEA

Utility break or vestoration of service

Major sanitation preblems

Location and status of op=rational units

FEl, PE2, ES

Location and status of unattended vehicles and equipment
of other services

BE5

Need for direction and control -« other services or shelters

Status of direction and control - own gservice

PE&
PEL, PEZ, ES

Road maintenance requirements

BE2

Traffic control requirements

RE2

Capabilities for assigned missiomns

PEL, PE2, ES

Capabilities for special mission (including decontamination)}
Status of population not in designated shelters

__PE2

PE4

Radiological conditions

PE3, ER, ES

Arrival of fallout

FEl

Mass fire - rate, direction of spread

PE3

Flood ~ rate, direction

PE3

Significant movement of population - numbers, direction

Disorder, out of shelter population

PE4
PES

RE2

Availability of supplies for shelter improvement

RE2

Availability of supplies‘of survival items
Equipment needed for restoring operating capability

PREZ, RE2
REl

Availability of manpower types

Key to Message Types

Unscheduled or On-Call Priority Flash Messages
Situation Reports

PE]l - Initial mission capability
PE2 - Change in mission capability

FE1 - Arrival of fallout
FE2 = Nudet observation

On-Call Routine Situation Reports

PE3 - Area environment

PE4 - Population status

PES - Resource or installation status
PE6 - Other elements

Scheduled

ES - Status summary
ER - Radef report

3-23
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of emergency units with two-way communication could operate in an
emergency:

Fire - 15 to 20 uniis (fire companies and special vehicles);

Police - 30 to 50 units (primarily patrol cara);

Telephone repair - 80 to 120 units (cars and trucks);

Electric and gas repalr - 40 to 50 units (cars and trucks);

Road repair or public works - 3 to 10 units (cars and trucks);

Awmbulance gervice -~ 4 units.

Possible lengths of time-eavironments A (prior to damage or
fallout), B {post damage but pre-fallout), and D {sorties from
shelter) are used as the basis for estimating the numbers of basic
messages orginating at the control center of the emergency services,
These estimates are given in Table 3-V. Estimates are not made for
the € (in-shelter) time-enviromment, since operations by moblle emergency
service units will be unlikely during this period.

It will be noted that the estimated numbers of messgages are
not proportional to the length of the times assumed. This is be~
cauge some reports will be sent regardlessz of the length of the
pericd, and some situations (such as a change in status) will tend
to occur less frequently while the same general condition or time-
environuent continues to exist.

4. Density

Table 3-V indicates the estimated numbers ¢f gituation reports when
the time-~environments A and B are as short as one hour. If messages
originate within this one hour period in a particularly non uniform
manner, the lecad at any one time period can be smoothed by the con-
trol center for the emergency service., Messages in time-environment
D will be dispersed over a much longer pericd.

Consequently, a one-hour long time-environment B is found to be
the period of greatest density of messages frow each of the emergency
services.

In determining communication requirements, in addition to these
megsages, it will be necessary to provide for special messages,
such as directives or instruction to the emergency centar from the

EOC. These types of messages are treated later in this chapter,
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Table 3-V
ESTIMATED NUMBER OF BASIC SITUATION REPORTS FROM EMERGENCY SERVICES

Police Fire Water Gas/ Telephone Road Ambulance |
Electric Repair i
Time-Environment A
{1-6 hrs.)
. Mission Capability 2.5 2«4 1.2 -2 1-2 -3 i-3
Environment 5-15 -5 o-1 1-4 1-4 2-5 1-3
i Population 5-20 -6 0-1  4=l0 4410 2-4 3-8
Resources 2-8 1-2 1-2  2-8 2-8 1-3 1-3
Other Services and
E Installations 2-10 -3 0-1  2-5 2«5 1-3 1-3
] Total 16-58  §-19 2-7 10-29  10-29 7-20  7-20
é Time-Environment B
3 {1-6 hre.)
| : Mission Capability 5-15  3-12  2-5 3-8 3-8 -6  3-12
£ Environment 5-25 5-20 1-3 5-15 5-15 2-5 2-5
. Population 3-15 2.5 1-3  3-10 3-10 2-5  3-10
5 g} Resources 3410 25 1.3 310 3-10 310 2-5
B %ﬁ Other Em. Services 2-5 2-5 13 2-5 2-5 1-3 1-3
» i Total 18-70  14-47  6-17 16-48 16-48 10-29  11-35
3 13
; %; Time Environment D
: %1 (1-3 days) 7
3 %T Mission Capability 10-130 3-12 25  2-10 2-10 3-10  5-20
] : Environment 10-30  8-30  2-5 10-3¢  10-30 5.20 5-20
: Population 10-30 520 2.5 10-30 10-30 5-20 5-20
Resources 15-40 5-20 2-3  10-40 10-40 5-20 2-10
£ Other Em. Services 5-15 2-5 1.3 5=-15 5-15 2-5 2-5
E i Radef 10-30  5-15  2-10 5-20 5-20 5415 2-10
| : Total 60-175  28-102 11-33 47-145  47-145 25-90  21-85

@

*
3

Bl

R

b




T

B

E. Requirements for Basic Messsges Between OLhet Tacilities and the EGC
D .

1. Types of Mesgages

Hospitais and other ovceuplued lastitutions, and designated ware-

houses, transportation centers, and industrial facilities will be
responsible for contributing (o the basic information at the EQC,
The typas of messages for nroviding this iuformation will be the
same a3z those of the emergency services,

Table 3-VI shows the allocation of the basic information re-
quircments €0 message Lypes.

2. Length of Messazes

Sample messages from installations of the above types are
given in Appendix B. The average lengths of unscheduled measages,
as determined from the samples, will not differ significantly from
those from emergency Services. Summary status reports and Radef
reports will be gsimilar in length to those from sghelters; that is,
about 160 words for the initial summary status report, 100 words for
subsequent reports, and 10-15 words for a Radef report.

3. lumbexs of Messages

The number of unscheduled priority messages to be dispatched
from any installation during a given time-environment will depend
upon its location, its mission, the nature of the attack, and the
length of the time-environment,

Estimated numbers of basir unscheduled messages from installations
for time-environments A, B, C, and D are shown in Table 3-VII.

In addition, installations will submit scheduled summary status
reports and Radef reports when they are designated as monitoring
stations
4. Density

Maximum density of messages is, as in the case of messages from
emergency services, determined from the estimates of messages during
one-hour time-environments. From Table 3-VII, it is seen that the
peak load of basic messages will occur in time-environment B.

F. Basic Messages From Scurces Outside the Local Civil Defense Organization

Sources outside the local c¢ivil defense organization can provide

messages containing basic information for decisions,
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Table 3-Vi

Qo IDENTIFICATION OF TRNFORMATION REGHIREMENTS WITH MESSAGE TYPES TROM INSTALIATIONS
(HOSPITALS &ND OTIHER OCCUPIED INSTITUTIONS, WAREHOUSES

TRANSPORTATTI DN CENTERS, DESIGNATED INDUSTRIAL FACILITIES)

siatus of radio receivers

Status of control and key officials

1S, PIl, PI2
1S, PIl, PI2, RII

Condition of cccupants PIl, P12
New blast, fire damage PI3
Muclear detonation FI2
Traffic, road conditions P13, RIZ
Electrical power 18, PI2Z
A Fallout Arrival . FI1
Radiological conditions IR, P13

Capability for emergency mission Is, PIl, PI2

1§, P11, PI2, PIS,
RIZ

1S, PIl, PI2, RI2

Egquipment and transport vehicles

Survival supplies at installations

Fire spread, flood, disorder in area P13

Sanitation conditions P12, P13

Srecial manpower categories PIl, PI2, RIl
1 Survival supplies in area PIS, RI2 ) i
’ Population in area PI4, RIL

Condition of other emergency services aud installations Pl6

RIS =)

Unscheduled or On Call Priority
Situation Reports

Flash Messages

FI? - Arrival of fal.out
FI2 - Nudet observation -

PIl - Initial status

PI2 - Change in status

PI3 - Area enviropnment

P14 - Outside population status
PI5 - Critical resource status
PI6 - Other element

On-~call Routine Situation Reports

RI1l -~ Population status
RIZ - Resource status

Scheduled Reports

IS ~ Summary Status
IR - Radef Rate

3-27

B N T R




Table 3-Vil

E ESTIMATED NUMBERS OF BASIC MESSAGES - HOSPITALS AND OTHER INSTITUM TONS
E Time Environment
] & B c D
5 {(i-6 hrs.) {1-6 hrs.) (1-10 dava)  (1-5 days)
% Hospitals
i
Operational Status 2-8 2-8 2-20 4-15
Area Buvirvonment -3 -5 5-30 3-1G
Population 2-10 3-8 3-15 5-2y
Resources 2-8 3-8 3.15 5-20
Other Clvil Defense Elements 1-3 1-3 3-20 2+5
Total 8-32 11-32 16-.00 19-70
Other Institutions
Operatinial Status - 2-5 1-4 2-15 2~-8
Area Environment 1-3 2-5 5-30 3-10
Population 2-5 2-5 3-15 5«20
Rescurces 2-10 3-10 3-15 10-30
Other Civil Defense Elements 1-3 1-3 2-10 2-5
Total 8-26 11-27 15~-83 22-73
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Gilitary unite in the area of a local civil detense organization
will need to communicate to the FOC uﬁd report their availability for
migsions as designated in prearranged military support plans. HMilitary -
units may also provide warning oi falleout appreach and information
about major roads and movement of people.

EQC's in adjacent areas will provide radiclogical warning, movement
of pupuleticn, and information sbout their operaiional capabilities.

1t will be necessary for the Emergency Broadcast System (EBS) station
that is to provide service for a particular lccal organization to provide
to the EGC of that organization reports of its availability and capability
for broadcasting. —

Finally, higher headquarters (such as the state civil defence head-
quarters or a state area headquarters) will be expected to provide warning -
of fallout approach and advice and information to assist the local EOC
in its decision making.

Another possible source of basic information that may be available in
some communities is the wire service of an organization such as the Asso-
clated Press. This link, i{ established, 1s a one-way link and is not
considered part of the civil defense emergency information system.

The numbers and density of messages from the above sources will depend upon
the speclfic organization and its operating capabilities. In any case,
the numtar of basic messages will be small compared with the
number that should be provided by elements of the local ecivil defense
organization,

G. Other Messages

In addition to providing for basic messages supporting types of decisions
that can be anticipated, the information system must also provide for
the transmission of special messages from the EOC providing directives
and special instructions. The avallability of the EBS will be important
in reducing the number of such messages.
However, the EBS may not always be available, and directives and
special instructions will usually require tramsmission with a minimum
of delay. Therefore, provision must be made for these messages in com-
putations of peak traffic load.

Estimates of the number of urgent messapes containing directives
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or zrerial instructions v he sent by the EOC to wvariovos orpanic ciemenes
are shown in Table 3-VIII. The numbers are shown for the one and six-hour
durations of time-environments A and 8, which were alse used in estimallng
numbers of basic mesgsages. Messages in time-environments C and D, bocause

of the length of these periods, will not significantly influence pe.k load.

Table 3~VIII
ESTIMATED NUMBERS OF URGENT MESSAGES CONTALNING DIRECTIVES OR SPECIAL INSTRUCTIONS

Time Environments

A B
{i-6 hours} {1-& hours)

Organic Element
Police 5-25 5-25
Fire 3-10 5-10
Water Service 1-3 2-3
Gas/Electric 2-3 5-10
Telephone 4=3 510
Road Repailr 3-13 5~10
Ambulance 3-10 5=20
Hegpizolin 2-4 2-5
Other Installations 2-4 25

Other types of special messages tu be considered in determining
communication requirements are:

{1} Requests and inquirtes to the EOC from elements of the local
organization and other organizations for infeormation, advice,
and assistance;

(2) Messages between civil defense elements and the EOC regarding
conditions or capabilities applying to specific non u-gent
situations,

The volume of these messages will be largely influenced by the
quality of the information base that has been providzd by the specified
unscheduled and scheduled messages. <Specifically, adequate basic
information will enable the EDC staff to anticipate conditions and an-
nounce policies or provide information that will reduce the numbers of
both inquiries to the EOC and cther messages that are unimportant in in-
fluencing the emergency slituation. For example, i{f the overall fire
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Sllualicon Ia RGGRM AT thi v, thon @ general plan {oy wee o) fireiiphring .
capability can be determined and anmounced. Reguests for assistance not

snce with the nian con thus be forestalled. Even 1f such a re-

fn o emiiaedo "
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quest 18 sent Lo the EQC, the staff members know that they need not collect
additional inforinstion to deal with the situation.

No additional communications need ". be provided specifically for the i
miscellianecus requests and exchanges of information concerning non urgent .
situations if, after providing foxr basic messages and urgent special messages

4t peak periods, tlere will be significant communication capacity availl-

ahla at other times.
Such a «ipgrificant capacitv would he available in the case of

EOC~ghelter communications. The great wvariation that could exist in

e et i Al

basic message traffic is apparent from the estimates earlier in the
chapter. There will be brief periods of time, such as during movement
tc shelter and immediately after direct effects have been experienced,

when most shelters may have changes of condition and capsbilities to

e B o

report; there will be much longer periods of time when conditions and
capabilities of wost sholters will not be changlng and basic message

traffic will be low. Unless shelters are completely incapable of

[ P

dealing with thelr problems, Lhe amount of low pracedence traffic mhould
not be so great as to use all of this capacity.
For other elemants of a local civil defense organization, the pro-

portion of capacity unused for basic messages or urgent directives may

o L

not be so high as for shelters., However, since these organizations will o
have mote speciaiized cuncerng and are likely to have experienced per- )
sons in commaund, the occurrence of other types of messages can be ex- ? }
pected to be low. :
H., Information Processing at the EOC § §

1. Derision Making

it is not assumed that all decision making will be concentrated Lo
in one perscn or in the Executive Section of the BOC. Rather, it
is assumed that the members of all sections will observe the infor-
mation available, ird evaluate the needs for action of some type,
the feasibility of alternative actions, and the value of feasible
alternatives. Upon making these decisions, the staff section {or

its head) may proceed to iaplement the decision by

e A

3.31

e AT AN




(13 Intowmlng or advising elements outside of Lthe EOC,

(2) Modifving a nlan;

(3) TDirecting or coordinating an action.

Other peossible decigsions are, of course, to take no action or
tn delay action while attempting to get additional iaformation,

In many cases, more than a single section must ve invelved
3wt the decigsjons before an action can be implemented. In Lhese

¢ases, the decisions of the staff section will be inputs to

centralized decision making by the head of government and the

Executive Section.

j
!
i
i
%

The deciulons will then be made on the basis of the overall
situation. One result of the decision may be te delegate the im-
plementation of the decision to one or more staxrf sections.

2. Genera: Concept of Infcrmation Procesgsing

In keeping with the above concept of decision making, each
section of the staff must review the information deacribing its
own situation and the overall situatien.

In developing this information, each section (Ezecutive,

Population-Shelter, Intelligence. Emervgency Services, and Logistics)

';-; will maintain fiies, maps, forms, and digplays. Prior to an

emergency, these will contain required prestored information.

There is suw.e advantage, im addition to lower equipment cost,

ia having telephone rather than teletype links with shelters. At

| the BOC, telephone equipment may be more easily uged in the Popula-
: tion-Shelter Section. tvhere varbal messages can be transferred

l cgirectly to records or displays. In addivion, unessential verbal

- g transaissions may be screemed cut and urgent transmissions may be

g i directed immediately teo the proper staff individual without the
- printing out and transfer of hard-copy.
P : This flexibility is also important when the common-user cir-

cuits commect & number of organization eleients to the EOC. It i

T is not important wen there is a single-user circuit, such as a

terminal of the pclice communication net.

e
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A telepuong messages are doceived, L1 they are ebvicusiy of
sucl a nature that they canvet L. soToered out jomediatelv, thew

will be tmmediatelv switched te the approprilate staft section. In-

P T ——

formation contained in these messages will be entered immediately
cu the appropriate vecords of the staff section.

Radic and teletvpe messages in hard copy received over coumon-

user circuits will be directed from the message center te the appropriate
staff section or gections,
Fach section will thus build up its specialized information

bazse. Information pertinent o the overall gsltuation will be trans- ;f

e

mitted to the Inteiligence Scction eithey varbaliy, by briel writtan -
message, or by means of an overlay on which inforwation is

plotted. The Intelligeuce Section will integrat2s Radef and damage

revorts and warning from other headquarters in a map readily avail-

able to all staff sections.

The Executive Section will coutinuslly observe and evaluate
the operation of the informatlion system.

An internmal message format wlll be useful in efficiently pre-

L genting information about specific situatioms requiring decisions.
Such a format for exchangs of information within the EOC is cou-
tained in Figure 3-1.

Figure 3-2 is a schematic reprasentation of the flow of incom-
ing messages and the decision process in a local ECC. In the chart,

messages are shown entering the EOC through the Message Center. How-

B T IRT T AR R T WIS AP

ever, telephone calls are not written cut at the Message Center, but
are transferred immediately to the appropriate staff section. Each
staff section {(including the Message Center) maintains files and
displays on its own situation., The situacion intelligence kept by

the varicus sections is cuntirually cocrdinated with that of other

O PR R TR TR AU SRR

sections.
. All secticus, iIn view of the current situation will make decisions

a3 to the need (W), feasibility (¥}, and value (V) of possible actioms

O O

{including that of ocbtaining more Iinformation).
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.

within EOC S Appllies to Some Previous Situation.
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. iPrviovity: 1 4 3 4 Situation No ‘ _
‘ ‘ e |
‘ ( 1
EOC INTERNAL MESSAGE I
: H
' i
| 1 !
170: Message No_ ;
r SUBJECT : Date
. T T - "é
Time ;é{w{,ocal Time a
1 FROM: g
MESSAGE : '
{
RECOMMENDED ACTION:
To be Filled in ;
When Required :
by Appropriate ’
Recommended by €~Section
MESSAGE INSTRUCTION
1 Section Routlng Order Action Req. For Your Info,
Exec. 0 0 O
P&S 0 0 0
Intell, i {3 L
Emer. Serv. 0 o M
Logist. a3 7 J
0 O -
zLinst.tre.&s Propen Routing ané Action ;
Fig. 3-1 Ba-ic Message Form for Internal Messages In the Local EOC.
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If the decision is that some action shouid be taken, the action
may be implemented by the Emergency Services, Logistics, or Pepulation-
Shelter Sections if it :s in keepirg with the overall priorities and

> ac -rd e
A D chae s

ions that have been cstablisted and doecs net require central
cocrdination, The decision may be to inform or advise, to modify
a plan, er to coordinate or direct an sction. If centralized ccordina-
tion is necessary, the decision will be made by the Executive Section.
The Executive Section may also delegate the necessary action to oue
or more of the staff sections. Amoug the necessary actions may be
the attempt by the Message Center L0 collect more informaticn.

It should be noted that a possible decision in every case is
that no action be tzken.

3. Responsibilities of Staff Sections for Information Processing

Each of the five major staff sections (Population-Shelter,
Intelilgence, Ewergency Services, Logistics, and Executive)
will have certain prestored basic information and will use in-
formation contained in messages to update continually the basic
information upon which they will base thelr decisions.

In order that the most efficient use is made of available
staff personnel, there should be flexibiiity in duty assignment.
For example, 2 person assigned as & Radef analyst may help
te vecord information on shelter status duringrmcvement to shel-
tex and prior to the arrival of fallout.

b. Population-8helter Section

Information to be prestored at the Population-Shelter
Section will include:

The Community Shelter Plan

A tabular listing of data on each shelter, including lo-
cation, spaces (by PF if available), level of stocking,
telephone numbers and other means af communication, and

monitoring eguipment (Figure 3-3 provides a format for
the recording of such information);

Names and methods of reaching those assigned as
shelter managers and staff members;

Lists of non-NFSS shelters, providing estimated number of spaces
and PF if avajlable;
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Maps showing the Tire rating or seme other indication uoi
{ire vulnerability ol various sections of the community;

Documents containing methods tor hasty shelter improvement;
lLacation and amounts of reserve or unallucated shelter stoucks.

As messages are received from shelters, the tables listing
theiy capabilities are updated. Information about threars to
the population and movement of groups of people is pletted on
mapg that show the fire vulnerability.

he Population-Shelter Section will continually review
information to determine actions that might be necessary to pro-
tect or to relocate the population. It will also estimate supply
requirements and availabiiity, and methods for meeting supply
needs will be coordinated with the Logistics Section.

This section, when not otherwise engaged, may seek to deter-
mine the location of persons who are separated from their families

by requesting reports from shelters.

c. Intelligence Section

The Intelligence Section will have prestored for emergency
use the following:

Weapons effects tables and other documents that describe
radiolegical effects;

Methods for estimating fallout intensity and dose over time;

Maps of the area showing major roads, facilities, and radio-
logical monitoring stations;

Maps of the area adjacent to that under the control of the EOC;
Tabular forms for recording messages from Radef monitors,
The Intelligence Section will plot radiological monitoring

readings and maintain maps as preseribed in the Federal Civil

Defense Guide. Breaks or traffic interruptions on major trans-
portation links will be plotted on large maps, as well as other
damage and current threats (such as fire).

An important functien of this section is to make detailed
analyses of radiological effects that might be expected from
movement in fallout during relocation of the population or in

the performance of some emergency service.
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The maps of areas surrounding that of the EOC will be used
to show conditions tlat mav influence future conditicns in the

area of the EQC.

- d. Emergency Services Section

Inciuded in the prestored information maintained at the

Emergency Services Section will be:

ik S5 o AR .

Operational plan for each emergency service;
Operational plan for wmilitary support;

Operaticnal plans for mutual support with adjacent civil
defense organizations;

i g - o b

TR T

Special maps for each emergency service, showing control,
supply, and service installations and other information,
— such as the distributicu lines for electric power;

Tables indicating the operational elements for each emergency é
service and their normal locations, communication mode, ,%
and assigned emergency equipment (such as for Radef monitoring); g
Manuals and other documents describing monitoring pro- g
cedures and 4 -~ imination procedures. f%
The capabilit{er each of the various services will be ;?

&

&

updated as messages are received. The section will determine
the needs for contyol, repain and restoration of capabilities.
Plans for feasible actions, indicated by needs and capabilities,
will be prepared cooperatively by representatives of individual
emergency services.

e. Logisticsg Section

The Logistics Sectiom will have prestored a copy of the
Logistics Amnex of the emergency operations plan and information
as to the location and amounts of the following resecurces:

Shelter stocks not previously distributed ;

Radio, radiological monitoring, and decontamination
equipment not assigned to shelters or emergency services;

Mobile power generator:,
Major food stockpiles;
Packaged Disaster Hospitals;

Medical stocks other than thoge in the Packaged Disaster
Hospitals;

Major stocks of fuel;

Earth-moving equipment and construction materials;

Major transportation pools and dispatch centers.
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During emergency operations, the Logistics Section =ill
update the files of resources. Based on information from other
sections, the section will determine how these resources can
most effectively be allocated and the time that the requirements
for particular resources are likely to exceed those availiable
in the area controlled by the EOC. The section will prepare
plans for use and replacement of resource inventories, and the
use of transportation.

t. Executive Section

Prestored information within the Executive Section will
include:
The local emergency operations plan;

The operations plan of the headquarters to which the
EOC reports;

The operations plan for military support;
Mutual support plans with adjacent headquarters;

Names and peacetime locations of EOC staff members if not
contained in the emergency operations plan;

The local telephone directory.

The Executive Section will continually review the local
plan and policies and modify these in keeping with the existing
situation, which will largely be determined from the Intelligence
Section displays. It will, with the assistance of the message
center staff, wmaintain a display indicating status of communi-
¢ation channels.

The Executive Section wil! evaluate actions that have
been planned by other staff sections and assign priorities
and responsibilities for their completion. This section will
also evaluate the operation of the information system, and
through direct messages or broadcasts, make modification in

the flow of messages.

It will evaluate information and requests from higher
and adjacent headquarters, and with staff advice, will co-
ordinate actions with other headquarters.

The Executive Section will prepare the unscheduled and

scheduled messages that are required by higher headquarters.
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g. Staff Manning and EOC Layout

canlaa .

: The number of personnel required for collecting, processing,
and using information in an EOC will be influenced principally
by the size of the area that the EOC serves and by the organiza-

tion of operating elements for civil defense. Some general

R e L o B L. I

estimates of the staffing requirements can be made for the or-
ganization that was assumed earlier,

The Executive Section will include the head of government,
the civil defense director, and two or more assistants. E

The Emergency Services Section will include a coordinator
or cperations chief, one or more assistants, and representacives
of police, fire, road maintenance, electric power, and telephone
service.

The Logistics Section will have a logistics officer and
possibly one or more assistants, and coordinators for transpor-
tation, medical services, and for food and other supplies.

The Intelligence Section wilil have a chief, at least three
Radef personnel, and one or more persons responsible for display
of the general situation.

The Shelter-Population Section will have a chief and one
coordinator for each 8 to 12 shelters. During periods of peak
message traffic between shelters and the EQC, persomnel with
other primary assignments may be needed for handling of in-coring
calls.

The Message Center Section will be manned by a chief, an
assistant, and one or more telephone switchboard operators.

- There will also be a need for radio operators, and the num-
ber of these will depend largely upon which emergency services
will have radio equipment at the center. Representatives of

state and federal agencies (such as the Department of Agriculture),
and officials of local organizations may also be at the EOC as

advisors. These, however, are not considered to be necessary

to the operation of the information system.
Estimated staff requirements for a city with about 100 shel-
ters are as follows:
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Executive Section
Emergency Services
Logistics
Intelligence
Popultation and Shelter 10
Mesgape Center 3

SEOST  e

34 + radio operators

Operating staff requirements are for one shift only,
However, between peak activities,full vperational manning will
not be necessary, and consequently the total operating staff
will not need to be three times, or possibly even twe times,
the numbers indicated above. Flexibility in staff assigmments
will reduce staff numbers. However, only resalistic siaff exer-
cises can provide reliable indicators of staff needs.

The arrangement of the EOC influences the efficiency with
which the information can be excnanged and decisions made. The
arrangement shown in Figure 3-4 has thege advantage::

(1) The groups which rely principally upon ralio communi-
cations are closest to the message center through
which radic communications will be processed;

{(2) The Emergency Services and Logistics Groups, which
may have overlapping functions such as the repair
and decontamination of a facility, are adjacent;

(3) The Executive Section occupies a central location;

{4) The overall situation display is visible from all groups.

I. Other Factors in Determining Communication Reguirements

The previous discussion of message requirements provided a2 basis
for determining the communication needed between single elements of the
civil defense organization and the EOC. However, cother factors need to
be considered in order to have an effective system.

First there must be consideration of the statistical aspectz of the
messages and their sources. This can best be iliustrated by a computation

of the number of telephone circuits required for use by shelters.

The peak load of traffic from shelters was edarlier reasoned to be
during the movement to shelter period,and it was estimated that hetween
three and eight basic messages per shelter would be required during
that time.
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Seven messages would seewm to bhe a veasonable average number on
sich to base communication needs.  (Tids couid be made up of five basle
messages and two apeciai messages.) Furtv-five seconds is allocated to
each message, providiag 30 seconds feyr a 60-word messaggrani 15 seconds
for ring and transfer ot call at the EOC. A Poisson distribution of
initiation of calls is assumed. WFigurce 3-5 shows the numbzr of circuits
required for a compination of numbers of shelters, time of the movement~
to-shelter peried, and the probability that a call results in a busy
signal.

For 100 shelters, a one-hour movement-to-shelter period and a .1
probahility of busy signal, there ig a requirement for 13 telephone
clrcults.

ihis 1s based on the assumption that each shelter wiil communicate
directly with the EOC, However, from the various elements ¢f a civil
defense system, messages could be routed in many different ways. In
order to determine the most effective way, alternative organizations
and procedures for collecting and combining data would have to be
compared.

During the study, consideration was given to the use of the shelter
complex headquarters as a node in the information system. It was found
that the smount of redundancy of information in shelter messages, as well
as the number of shelters, determines the effectiveness of using the shel-
ter complex headquarters in the reporting system. The discussion of these
fa.teors is given in Appendix A.

Iu che design of communications for emergency operationms, it is
necessary to consider the vulnersbility and the reliability of the routes
and switching centers or exchanges that are to be used in coemunjcation.
These can only te determined from evaluation of communication nets in
specific communities.

Finally, communication requirements must not be established inde-
pendently of the program for the training of operating and communication

personmnel in the procedures and priorities of message transmission,

»

As noted previously, it is not necessary to transcribe telephone
messages. Data contained in prescribed messages may usually be
entered directly on forms in the EQOC.
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N = number of shelters reporting to ECC
t = duration of movement-to-ghelter pexiod
v = number of telephones required in EOC, corresponding to specified probability,

E p, of busy signal when shelter calls EOC
Assumptions: seven 3/4-minute calls per shelter during the movement-to-shelter
period (otherwise, replace N/t byf 7N/10t, where W = number of calls per
shelter, and individual calls are assumed to be £ minutes in length); Poisson
initiation of calls.

Fig. 3-5.

NUMBER {v) OF TELEPHONES NEEDED IN THE EOC AS A FUNCTION OF NUMBER (N) OF SHELTERS,
DURATION (t) OF MOVEMENT-TO-SHELTER PERIOL, AND PROBABILITY (p) OF BUSY SIGNAL
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111, APPLICATION TO SPECIFIC LOCAL CIVIL DETENSE ORGARIZATION T

f ' In summary, what has been provided in this chaprer is as follouws: ) ] i

{1} Basic information for decision making in lccal civil defanse
emergency operations was identified;

{2} Types of basic messages to be transmitted bhetween specified

; elemants of a c¢ivil defeuse organization were identifiied and
approximarions were made of these message longths; i

(3) Ranges of numbevs and maximum density of messages between

; elements and the EOU were estimatled,

' (4) Types of informaticon to be prestorved at the EOC were identified;

{5) Organization and methods for decision making at the EOC ware
ar~-med, and procedurcs f£or routing and processing information ;
were derived;

{6}y Estimates of numbers of staff personnel were made and a layout
of the operations room suggested. ¥

While what has been done will be helpful in defining an information

Dy,

gystem in a local community, it will not be sufficient.

et S

Completely efficient routing and volume of messuges can only be

361 Saroad,

determined from:
(1) Complete definition of the information that is required; this
] complete definition depends upon the particular conditions

with which the civil defense organization is to deal;

B B § kil

(2} Definition of the particular operating organization that will
be employed, and specific control and information distributien

capabilities within the elements of that operating organization;

{3} The gecgraphical distribution of the elements of the organization,
and its effects ¢n message redundancy and system vulnerability
and reliability.

Efficient methods of information processing can only be determined

when considerad together with the decision-making staff and decision-mak-

ing procedures.

In this chapter, assumptions were made about the type and number of
] operational elements reporting to the EOC, and it was assumed that the

staff would be divided into functional sections, each having some

3=486
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information processing and decision-making responsibilitics, Hower-o,
geographlc aspects were not considercd, and no attempt was made te list
specific conditions that might occur as a result of an attack.

Consequently it is desivable to analyre tne aprlications of the
principles given here in one or more specific communities in which operating
and control capabilities, including communication modes, are defined exactiy
and the time sequence of likely emergency conditions are more cieariy es-
tablished than {r thig report.

In addition, it is desirable to investigate further the process of
stafl decision making. It is believed that the cooperative procedures
briefly described here are vealltic and will be effective, but more study
of ways in which decisions may be reached in an emergency environment
is important.

In the chapter, the importance to information system redquirements of
the availability of the Emergency Broadcast System was noted. However,
there cannot be separate stations to serve every local civil defense
organization. In addition, they will serve as part of the net to provide
for state, region, oy nationwide broadeasts., Consequently, directors of
individual stations will be forced to make decisions about the precedance
of messages that he is asked to broadcast for local EOC's. Another problem
is that EBS-transmitted instruciions may be heard and followed by these

for whom they were not intended. Consequently, while the use of the EBS
may be important and even essential for civil defense activities, clear
working agreements need to be made and followed in order that it be used
effectively.

Because of the uncertainty 4s to conditioms that will exist and
means for dealing with them, local plans for ecivil defense emergency

operations should emphasize the need for flexibility in the information
system. Over time, some categories of information will become more im-
portant and others less important. As a consequence, communications ipe
tended for one purpose may be diverted to ancther purpose. Information
processing assignments and methods should also be subject to wmodification
to meet the needs of the particular gituation at the EOC.

In conclusion, while this chapter advances certain concepts (such

as requirements for message types to provide basic informationm) that will

3=47
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e be impoctant in an efflicient informatien system, more research and

: ' anaiysis remain to de done in order to define an information system for
; . local civil defense coperations. Even then, the system will need to be used
é ' in a flexible manner in order to meet the needs for information in a changing

: situation.
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Chapter &

The Civil Defense Emergency Information System at the State level

w;;t«‘;ﬁ'w.;‘*?"'k«' oy R ‘ PR 3

I. INTRODUCTION

A, Scope of the Chapter

R

This chapter ldentifies:
(1) The information that must be provided to a gtate civil defense

headquarters to enable it to perform its mission of supporting

R !ff-p(,ﬁ’"fli:; ¥ fus s

local civil defense cperations;

{2) The form and length of messages to be used in reporting the

RSB B R o o Lo s o s DR W85

required information from subunits (a county or a city);

wp,,_,uﬁ
SR T

(3) Estimates of the volume of traffic to be anticipated between
a local EOC and the state headquarters;

- (4) Types of information to be submitted by state agency field
establishments (SAFE's) such as a state police headquarters
and by military units.

A staff organization 1s assumed and the responsibilities of various

sections of this organization for developing information are stated.
- No attempt is made to state the communication or data processing

equipment needed in a state of a given size. As in the case of local
c¢civil defense organizations, the information system must be deaigned to

make use of the communications and control capabilities of its organic

7'1ff‘~rya1]§,4 $ sty g

elements and to provide intermediate reperting or control points where

R

they will improve the opevation of the total system.

z B. The State Civil Defense Qrganization

Each state will be responsible for the conduect of civil defense
- emergency operations within its boundaries. Some states will be divided
%_ into civil defense areas, each with a headquarters for emergency operations.

Control of the civil defense organization will be under the governor or

his designated representative.
The major elementsz of the state civil defense organization will be:

State agencies such as the state police, having emergency
responsibilities. Operational control points of these agencies
will be designated as state agency fleld establishments (SAFE's);

Local civil defense organlzations, as identified in the pre-
vious chapter;

RS YA e MR ¢ & T =Tt - e - - B e o s
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Military units under the command of the state adjutant general;

Headquarters of state civil defense areas, if they are part )
of the state organizational plan.
State civil defense organizations can coordinate activities with
other states in accordance with mutual assistance pacts and through the
federal regions, the organization of which is given in the next chapter.
The preattack warning system and the Emergency Broadcast System will

be important adjuncts to the civil defense operating capabilities of the
state.

C. Operational Concept

The state civil defense organization will have the same major ob-
jectives as those of local civil defense; that is, to reduce the effects

of both immediate and indirect threats to life and to maintain the necessary

control, communication, and traansportation links.

Obviously, local EOC's will be more able than state headquarters

to direct emergency operations such as movement to shelter, firefighting,

and rescue. However, the state organization can contribute significantly

to the objectives of civil defense by :

(1) Coordinating activities of political subunits, state agencies,

and federal representatives in meeting immediate threats to

life. Examples: assisting in movement of groups from a community

with inadequate shelter to a community with surplus shelter;
assigning state units with mobile radiological monitoring capa-

bility to identify safest routes for remedial movement from an
adjoining hiph-fallout area.
(D)

Coordinating activities of political gubdivisions, state agencies,

and federal rvepresentatives in activities to sustain life.

Example: joint efforts of communities to repair a water reser-

voir or harvest a crop.
(3) WVarning and informing the population of hazards originating
both outside of state and within the state.

(4)

Assisting in reestablishing emergency control centers or EOC's

and communications in areas where they have become inoperable.

*
The units that may be made available will be indicated in military
support plansg of the states.
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(5) Establishing priorities in case of competing demands for an
intrastate resource or facility (e.g., electric power, hospital
gervices).

(6) 1Informing population of the strategic situation and availability

% of resources. f
More specifically, actions to be taken by state emergency headquarters

in fulfllling these functions are as follows:

1. For maintaining government and control

a. Maintaining and reestablishing communications withi state
areas headquarters (if any), subunits, State Agency Field
Establishments (SAFE's), military, and OCD region;

b. Assistiug subunits to maintain and reestablish government
and control;

c. Maintaining and reestablishing designated transportation
routes;

d. FEstablishing priorities for actions by subunits and SAFE's;

e. Providing on-call information as required by OCD region and
neighboring states;

£. Providing scheduled summary reports to OCD regions, and
neighboring states.

2. Yor meeting direct threats to life

a. Providing attack warning;

b. Assisting in achieving maximum shelter utilizarion;

c. Providing Radef warning to subdivisions;

d, Providing warning against major fires and floods;

e. Providing warning against chemical and biological hazards;

£. Coordinating use of available forces for combating fire, or
flood, decontaminating important facilities, and performing
rescue operations;

g. Assisting local organizations to maintain law and order by
broadcasts and coordination of police and military units;

h. Coordinating movement of population from one area to another.
3. For meeting indirect threats to 1ife

a. Coordinating forces for protection of essential resources
{ . - and facilities;




resources and inventories;

L |
b. Planning and coordinating the distribution of essential - i
c. Planning and coordinating medical services; )

]

d. Planning and coordinating restoration of essential facilities; ;
e. Assisting in maintenance of morale;
? £. Coordinating with federal authorities regarding priorities and q
é - distribution of resocurces. F
§ ; D. The State Civil Defense Headquarters ; j
3 H The control of emergency operations at the state level will be cen- §
) tered at the state civil! defense headquarters. It is assumed that the
3 ? following will be included in the operating staff at this headgquarters: 1 i

(1) The governor or his representative and his immediate staff; |

{2) The director of civil defense and his staff;

{(3) The heads, or their representatives, of state agencies with
emergency assignments;

1 ’ (4) The state adjutant general and his staff.

Evidently there are wide differences in the ways in which the
operational staffs of state civil defense headquarters can be organized.
One state plan shows 32 separate representatives of agencies reporting
to the civil defense director and through him to the governor. Another

plan has the staff broken into essentially two units, operations and

logistics, with public information and communications groups acting as
internal services.

Since there is no "standard" organization, the organization shown
- - - in Figure 4-1 was assumed. This organization is similar to the organiza-

tion assumed for the EOC at the local level, and such similarity can pro-

mote effective exchange of information.
TI, SYSTEM DEFINITION

A. Purpose of the System

The information system at the state level is primarily:

(1) To providz information to the state headquarters from local

EOC's and from state dgencies not having their own communications

to the state headquarters;

FLREE G
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(2) To combine prestored information and informaticn obtained by
messages from within the organization and from interfaces with
other systems in order to present a comprehensive description
of situations and capabilities for dealing with these situations;

(3) To provide information and direction to operational units and

other headquarters.

B. Information Requirements

4s Lo the case of local civil defense, it is importanmt to distinguish

between requirements for basic information and reguirements for special

'informacibn. Basic information is information required for initial decisions

about foreseecable actions, but not all information that may be eventually
required to perform a particular action. Thus, a8 civil defense headquarters
will need to konow the status of cuntrol, communication, roads, the popula-
tion and resources to be protected, threats to the survival of the popula-
tion and resources, and the availability of manpower, resources, and organiza-
rional units for dealing with these threats.

Much information that might be transmitted to a civil defense head-

guarters in an emergency situation may be of interest, but will not be
of use in decision making. Facts such as the death of a local officisal,
the rescue of some scores of people from damaged buildings, or the
failure of a shelter manager to report to his assigned place will not
assist in decision making at the state level. On the other hand, the
following types of information will be useful in deciding actions to be
taken:

(1} %The inability of a county EOC to receive reports from radio-
logical monitoring stations (if the gap in knowledge of the
radiological situation is important for operations, the state
must attempt to provide mobile monitoring capabilities, possibly
by aireraft);

(2) 1Inability of an EOC to communicate with the EBS when it is
important to provide the population with general information
for increasing protection against fallout (in this case, the
state may be able to establish communications with the EBS and
provide the necessary instructions for broadcast);

{3) Uncontrolled movement of numbers of persons out of a city intec

other areas.
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Table 4-1 provides a list of possible actions to be taken by state
civil defense headquarters and the basic information needed for these
decisions. It will be noted that the time-environments for which the
requirements are stated differ from those used in the analysis of
information requirements at the local level. This is because, except
in very small gtates, environmental conditions will be variable in space
and time thronghout the state. For example, for only some communities
will there be & period of recovery from direct effects prior to the arrival
of fallout; some communities may be conducting out-of-shelter activities
for recovery at the same time others in the same state cannof emerge even
briefly from shelters.

Therefore, for the state level, three general time-environments are
sufficient to distinguish information requirements: preattack, or the
time before any effects of an attack are experienced; transattack, or the
time when Jdamage and fallout conditions are changing rapidly throughout
the state; and postattack, or the time after weapons nc longer are arriving
and ®ost early fallout is down.

C. Message Requirements for Subunits
1, Basic Messages

a. ! ypes

Subunits of the state civil defense organizstion that are

to report to the state civil defense headquarters (whether
directly or through an area headquarters) will utilize the
same types of basic messages as those used by elements of the
local civil defense organization in reportinmg to the local EOC.
Thus there will be:

Unscheduled and on-call priority situation reports,

Scheduled summary status reports,

Radef reports,

Routine situation reports.

As for the local information system, unscheduled situation
messages may be further identified by their subject, such as

*
control and communication, environment, and populationm.

A Nudet report (giving the approximate location, yield, and height of
burst of a nuclear detonation)} 1s considered as a form of an environmental
megsage.
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A description of the types of material to be included in
s : various unscheduled and on-call situation messages is given in
i Table 4-1I.
i ; b. Lengths of Messages
: The initial EOC status report will be brief, principally
E : informing the state headquarters that the local EOC is staffed
and taking initi=al actions to establish an operating capability.
A message of about 75-100 words is sufficient for providing
this information.

Other unscheduled and on-call situation messages would
be limited to a specific subject, and messages of 30-350 words
can describe such situations. As in the case of messages to
the local EOC, some allowance in communication capability must
be made for redundancy within these messages and for acknowledge-
ment by the receiver.

It is desirable that the summary status messages be sub-
mitted according to a prearranged format. This will insure
not only that the required information is transmitted by the
local EOC, but will simplify the procedures for distributing
the information in the message to the state headquarters staff.
A suggested format for the summary status messages is given
in Table 4-III. On this sample format are indicated probable
word lengths of various parts of the report. However, it is
apparent that complete information about each of these subjects
may not be useful at all times to the state civil defense or-
ganization, even if it ig available for transmission. There-
fore, items to be included in an abbreviated (or Type B) summary
status report are indicated by asterisks in Table 4-III1. When

*
all items are included, it is a Type A report.

+* .
State plans may specify the normal form of a summary status report,
and exceptions in reporting may be announced by EBS or by messages
to the local EOC’'s.

4-15




B i i ol o

Wi,

Ted oy

Table 4-11
UNSCHEDULED PRIORITY OR ON-CALL MESSAGES -~ LOCAL EOC TO STATE HEADQUARTERS

Initial EOC Status Report

{Submitted when staff members are present and have begun assigned
tasks in emergency plan)

Person in charge
Communication links established

Operation capabilities being established (e.g., all police are
being called to duty, ete.)

Actions being taken with regard to population (e.g., population
ig being urged to stay in homes and prepare for movement to
shelter)

Control and Communication Status Report

(Submitted to report & significant change in any of the following)
Location of EOC

Communication link to state

Capability of EOC to operate

Capability for communications to operating elements

EBS periormance or availability

Threats to significant numbers of people or critical resocurces that
cannot be met by capabilities under control of local EOC.

Environment Report

(Submitted to report any of the following)
Observation of nuclear detonation (Nudet report)

Occurrence of damage from weapons to at least some epecified percent
of structures or area

Qutbreak of mass fires

Fires or floods that can spread to other areas

Bresks in predesignated major transportation links

Sanitation problem threatening large area
{Continued)
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Table 4-1I (Continued)

Population Report
(Submitted to report amy of the following)

Major change in shelter status (e.g., persons assigned to shelters
are moving to ghelter)

Movement of large groups into or out of area

Breakdown of order or morale

Operational Capabilities Report

{Submitted to report any of the following)

Significant change Iin operational capahilities (e.g., creatien of
auxiliary police force to control disorders)

Capabilities for restoring specified facility (on-call only)

Capability for conducting specified operation (vn-call only)

U,

Resource Report

{Submitted to report any of the following)

Loas of electric pover, water, gas

Change in conditions or capabilities of hospitals or other ;
important installations ‘

" Damage to installation or resource predesignated by state plan

s

4-17
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Table 4-II1
SAMPLE FORMAT
LOCAL EOC SUMMARY STATUS MESSAGE
(Words)
(5) * Message Source

I. Control and Communication

EQC Staff

(16} = Head of government is (present) (not present but in communication)
{(not available)

{O-10) * Name and nonemergency sssignment of person in charge if not
head of government

Operating Staff Potential

(5 * Por present tasks: (adequate) (not adequate)
)y * For expected tasks: (adequate) (not adequate)
(0-5) =* If necessary, can staff be augmented by persons available in area?
(yes) (mo)
(0-15) Staff skills needed, but not available

EBS Performance

(3) * Able to receive EBS broadcast at EOG?
(3) * Percent of operating shelters able to receive EBS broadcast
(5) =* Can you communicate with EBS station?
{5) =* Aveilability of EBS for message broadcast? (never) {(sometimes)
(always)
Other Area Communication
(10-20) +* Overall status: (e.g., major breakdown in telephone system)
(continued)

* Include only these items in a Type B message.

4~-18
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Tabie 4-III (Continued)

(10) Percent of operational shelters with nc 2-way communication
to EOC
(5-15) Other emergency elements with no 2-way communication to EOC
; (15-20) = Radio nets now operatiung in area
é (0=20) For communication links not operating:
§ Link Egtimated time to restore

O

Other Area Control

(10=30) Sratus of other control centers:

Police
Fire
Public Works

o T T R R RN e R

1I. Environment

B s,

(10-20) * Overall status {(e.g., heavy damage, but nc fallout yet)

R s

. (20-40) Blast and fire damage su~nary

g

Specific
% of area Maior Installations

e

Heavy damage
Modexate damage
Light damage

!.-4-('.5‘ PRy

§ (5-20) +* Status of predesignated roads known to be blocked
% Location Cauge Estimated time out
%
B (0-40) Remaining major fire threat, probable effects, and ability to meet.
% Radiological conditions
?' 10=2 * .
{ ( 5) Cverall status % of area Designated
—————— Installations
(30-50) High level
Moderate level
Low level

(10-20) Weather conditions affecting operations (extreme cold, heat, winds)

4-19 {continued)
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Table 4-1I1 (Continued)

II1I. Population

(10-20) * oOverall status: (e.g., all sheltered and no problems) i

»

(20 Shelter status: Approximate numbers in

NFSS shelters ;
Basements and secondary shelters

Homes with no shelter

4
¢
5
:
:

{0-40) Population in transit (groups of 500 or more)

Numbers Direction or destination Mode

R TR o i

O~15) Expected available shelter for persons outside community
(spacesg)

St frpm

Casualties
: (10-20) (approximate)

% Dead

Sarious injury

Light injury

Probaole numbers of new
casualties due to fallout .

Morale and order

(10-30) * Present general situation

Situation expected within next 24 hours

{10-20) {unknown) (will improve) (major disorders) (major morale
problems) etc.

IV. Operational Capability

{(10-20) * OQverall gtatus - (e.g., no outside operations possible due to fallout)

Specific status (fire, police, utility repair, mobile medical units, etc.)
Fire Police ate,
(40-60) Adequate for present missions?

Adégquate for anticipated missions?

.

Can additioral capability be
created in area?

Can assistance be provided for
other areas?

4-20 {continued)
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Table 4-11I (Continued)

(0-40) Specific miasions for which outside asgistance 1is needed

B s e o s e

V. Resources

sermpw - s S 1

(10-30) * Overall status {e.g., no problems foreseen for 30 days)

N

l : {10-30) Food inventories - days of supply remaining
A B
‘ i capabilities in area for restoring
f 5 capabilities
; % (10-20) Medical - types of reaources for which shortages exigt or are anticipated
; ? {0-20) types of resources in excess available for trangfer to other
: - areas
5 {15-50) Water supply ~ status of storage system
status of distributio. system
- Migsions required te restore
g water system
B Will outside asgistance be needed?
(20-30) Hospitals - General status: {e.g., skeleton staffs at all hospitals)
Pacilities are {adequate) {inadequate} for (ewxisting)
{anticipated) numbers of casualties.
. {10~30) Utility plants - Status of predesignated plants
% {10-30) Manufacturing plantg- Status of predesignated plants
f {20-50) Transportation - Numbers and types needed but not attainable for
z {specify type of mission)
: Numbers and types avallable for missions outside of area.
: (10) Motor fuel - Estimate of days until supply is exhauvsted by anticipated
i needs .
%— (10} Heating fuei - Estimate of days until supply i{s exhausted by anticipated
i needs .
§7 (15) Houging - Estimated needs for housing (units)
; Does area have capability area for creating
< new units?
¢ Available housing for persoms from outside
i area {spaces})
¥
£ Vi. General
& ——— -
&
3 (0-40) * Problems requiring assistance not covered in above,
£
% {20-50) Actions being coordinated directly with other communities.
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E : In order to conserve communicaiion capacity, information
i i chould not be repeated in succeeding summary status messages.
‘ Where there has been no change, this fact alone should be re-
§ _ ported. Consequently, Type A summary status reports may also
: vary in length, depending upon the degree to which the situation

has changed since the last message of this type.

Requirements for Radef reports from local organizations to

the state headquarters are defined in the Federal Civil Defense

Guide. In general, the EOC in each subunit is to transmit a
: - flash message upon the arrival of fallout in the area of itg
' responeibility and messages every twelve hours for the first
48 hours giving dose rate by sections of that area. A report
of fallout arrival can be transmitted in a message of 10 words,
and the prescribed dose rate report canm be transmitted in a
message of about 30 words.

The types of messages from local EQC's to state, and their
word lengths, can be summarized as follows:

Initial EOC Status 75~100 words
Other unsacheduled or on-call

priority situation reports 30-50 words

;

Type A summary status message

{trans- and postattack situatioms) 500-1100 words
Subsequent Type A summary status

messages (relatively stable situstions) 250-650 words
Type B summary status messages

{(trans- and postattack situatioms) 200-400 words
Radef - fallout arrival 10 words
Radef - dose rate in local ares 30 words

As noted before, in translating message requirements into
communication requirements, some allowance must be made in addition

for redundancy in messages, for inefficiency in transmission, and

for acknowledgement by the receiver of the message.

2. Special Messages

Special messages between state hesdquarters and local EOC's
will consist of:

(1) 1imgquiries and requests to and from local EOC's;

(2} Reports frow local EOC's regarding unforeseen conditions

M e

or providing additional information;

4-22
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(3) Inforﬁation, advice and directions to local EOC's from the

state headquarters,

As in the local information gystem, the subject, iemgth, and num-
ber uf special messages into or out of the state headquarters will be
greatly influenced by the amount and quality of the information provided
by basic messages. The potential capability 5f the state civil defense
headguarters for taking actlons to assist local units will alzo affece
the exchange of information between it and local EOC’s. 1t can be
expected that, if the state civil defense organizavion is effective,
there will be many special mesgages regarding the distribution and
replacement of particular stocks of resources for survival. Such
messages will necessarily be much longer than situation messages in
which the status of resources only i1s repovted.

After some pcint, however, as state government operations are
restored, there will be less and less need for actions by the state
eivil defense emergency headquarters, and comsequently less and less
need for special messages.

3. Density of Message Traffic

In the preattack period, the greatest density of messages from
local EOC's to the state headquarters will probably occur soon after
the EOC’s are manned. At this time, an EOC would be expected to
tranamit its initial status report and soon after this, changes in
the status of communication and control, operaticnal capabilities,
and the population, all of which require priority messages. Requests
and inquiries and other special messages are highly likely soon after
the EOQC is manned.

Since the loecal EOC's will probably be occupied at approximately
the same time according to a state wide readiness plan, a high volume
of traffic could be generated during a relatively short time. In a
pericd of one hour, each local EOC in & state may have for reporting
an initial status report, two or more unscheduled or on-call priority
reports, and several priority special messages. During the same
period, the state headquarters could have for transmission to an EOC
one or more priority special messages. These messages would range
from 30 words to more than 100 words in length.

423
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! : Following the occurrence of direct weapo ffects, a local EOC
can be expected to generate a number of umschec 1 priority situation i
messages, reporting changes in environment, popule on, and operational g
capabilities. The density of traffic to state huadquarters will be
influenced by the length of time during which weapons effects are

i experienced by the various communities.

Another period in which high message density could occur is that

in which scheduled summary reports are being transmitted. Some messages

B of other types wculd also be generated during the same t:me period,
4 Finally, a high message density can be expected as local EOC's
determine thefir supplies of and requirements for resources necessary
for survival. These reports,as noted earlier, would be made by
special messages.

4. Other Considerations in the Design of Local-State Communications

In design of communications for am information system, there

must be corsideration of alternative equipment, routing, and control,

3 as well as the density of originating messages.

Teletype has some important advantages over veice transmission

in communication between gtate and local BOC's. A considerable

number of the messages from the local EOC are likely to be special
messages involving more than one staff section. Such messages will .
not follow a specified format ard cannot be recorded efficiently y
manually. Messages to local E0C's from state headquarters may arrive
at a time of stress and concern with local problems, and some verbal
messages are likely to be inaccurately recorded.

Teletype also uses available circuits more efficiently than does

voice transmigsion because of their duplex (simultaneously send and

receéive) and automatic transmit (when lines are open) capabilities.
The flexibility of the telephone which permits direct transfer

of information to the appropriate staff sec‘.ion, is not so important

at state level as at local level,since the state will have less

capability for immediate actions to influence situatioms.
In determining local-state communication requirements, it is

important co consider the use of intermediate centers for aggregating

information. 7Tn large states, even if area headquarters have no operating

capability, they could perform a necessary service in filtering the large

4-24

bt 2 AR SR o artieane 9 ce - - . e i e ey e T £ B

g "




number ol messages that might originate and otherwise saturate the

communication capabilities of the state civil defense headquarters.
Finally, intelligent control of reporting must be exercised,

or almost any amount of equipment may prove inadequate for communication

between local and state civil defense headquarters. One type of control

that has been noted earlier is the specification of abbreviated forms

of summary status messages. Another important form of control is

the establishment and obsevvance of message precedence and times for
submitting summary status reports, for in this way some leveling of

the total traffic load could be achieved.

D. Messages From Other Sources

Units of state agencies throughout the state can be important sources

of information. Some agencies, such as the state police and the state high-

wavs department, have their own communication nets. Others may utilize a

combined communication net,

Consequently the state civil defense emergency information system
can receive necessary information by messages from a control center,
such as the state police headquarters that is separated from the civil
defense headquarters or from sn interface with the system at the civil
defense headquarters. }

Whether by transmitted messages or by internal messages at the state
headquarters, the following types of information should be reported by
state agencies:

Status of major cperational units and installations;

Status of predesignated resources of these agenciles;

Nudet reports;

Significant changes in the environment at designated installations
{e.g., arrival of fallout, fire);

Changes in status of significant groups of the population (mass
casualties, breakdown of authority, mass movement);

Significant changes in the capability or the condition of operating

forces or control centers of subunits or of other agencies.

To the state agencies will be transmitted information that will be
important for their plaaning or coordimation of operations.

Military units within the state under the control of the state Adjutant
General will have their own military communication net, and the state

civil defensw headquarters must provide for an interface with this net.
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The types of information to be provided from military units are the same
as those that are to be provided by the state agencies.
Neighboring states will provide messages of the following type:

Priority messages giving information on approach of fallout, fire,
or flood;

g RS

SN

Priority messages on interstate movement of large population groups;

Summary reports of the condition of the state (The summary report
may be transmitted over the regional communication net to regional
headquarters and adjoining states simultaneously.)

- E. Information Processing at State Headquarters

1. Prestored Information

¥

Principal types of information to be prestored at state civil
A defense headquarters are:

The state emergency operationg plan, including the plan for a
military support; plans of major subunits;

If not included in the operations plan, a file of locations of
state agency and military installations and their communication
links; and locations of the EOC's of subunits of the state;

The amounts and locations of federal and state stockpiles;
other important inventories of items necessary for survival;

Maps of power distribution and telephone lines;
Mapa showing major rcads, vrail lines, and airfields;

A file giving the location and capacities of hospitals, including
PDH's, and other major state ingtitutions;

Files giving the location and capacity of NFSS shelters;
EBS stations and methods of communicaticn with them:

Instruction manualg‘for shelter improvement, decontamination,
distribution of food, and other probable operations in an
emergency;

Names and normal locations of key personnel of gtate agencies
assigned emergency responsibilities;

Names and normal locations of local government and civil defense
officials.

2. Staff Responsibilities in Information Development

: a, Population-Shelter Section

The Population-Shelter Section will be responsible for

developing and evaluating information about the general status
of the population and for estimating needs for resources

and manpower. Among the specific activities of this section
wlill be the following:

! Maintain and update file of shelter availability and
{ utilization by city or county;
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Estimate major areas of shelter deficlency;

Maintain file of population status (relative numbers of
casualties, unsheltered, etc.);

Prepare estimates of requirements for food, medical,
housing by area of state;

Tabulate in’‘ormation on availability and requirements
for special manpower skills.

Intelligence Section

The Intelli,ence Section will be respomsible for determining

and displaying the overall situvation in the state. It will perform

the followiné activities:

Maintain map of state, showing areas of damage, mass fires,
and boundaries of levels of fallout;

Maintain map of status of major transportation links and
airports in the state;

Maintain map showing status of local control, communication
and electric power;

Maintain display of present and predicted weather in state
areas;

Maintain file of radioclogical monitoring stations and
capabilities;

Maintain file of mobile radiclogical monitoring capabilities;

Evaluate specific threats to population groups and inform
other sections;

c, Operations Section
The Operations Section will include in its activities the
following:
Maintain and update the warning and communication plans;
Maintain file of the status of state operating umnits and
their control capabilities;
Maintain a plan for military support and a file of the
status of military units and their control;
Maintain a file of major operations in progress (e.g., re-
location of population groups, firefighting, medical
assistance);
Maintain file of deficiencies and surpluses in operational
forces of subunits;
Analyze method for effective use of operational forces in
coordinated actions.
d. Logistics Section

Responsibilities of the Logistics Section in developing

information will include the following:

4-27
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Maintain files of the location and status of stockpiles
under federal and state control;

Maintain files of the location and status of other major
inventorics of items necessary for survival;

Maintain file of predesignated equipment for emergency
use (e.g., power generators);

Maintain files of the status and capabilities of designated
emergency production facilities.

a. Admiuistrative Section

The Administrative Section will be responsible for the following:
Evaluate internal flow of information at the state headquarters;
Prepare requests for assistance from regilon;

Prepare status reports to region;

Recommend reassignment of personnel to faciiitate infor-

mation development.

III. APPLICATION TO SPECIFIC STATE CIVIL DEFENSE ORGANIZATIONS

The preceding description of a state civil defense information system
has been largely conceptual.In any particular state, the civil defense
information system must be integrated with existing information systems of state
agencies that would also be used in an emergency. Consequently, no specific
definition of the flow of information can be given without defining a
complete state operating system. To do this would be fruitless, since there
are many ways in which state information systems will in actuality be organized.
The size of the state and the existing operational structure of the
state agencies will also influence the makeup of the state civil defense
headquarters staff and the methods used there for decision making.
The effect of dividing the state into civil defense areas for either
control or information gathéring and the preferred geographic limits of
thoge areas should also be congidered concurrently with the consideration
of the civil defense information system.
Each state therefore should examine its own peacetime organizational
and communication system, and irts geographic, political, and economic
structure, and on the basis of these develop the organization for emergency
operations and its accompanying information system.
In the definition of this information system, the message types

and formats, and the information processing responsibilities defined
in this report should be included.
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Chapter 5

dnformation for Civil Defense Epergency Operations at the Regional level

1. INTRODUCTICH

A. e the in Civil Defengse Emergen atio

The eigiit regional headquarters provide the means by which the federal
govermment can most directly influence the conduct of civil defense emer-
gency operations. At these headquarters on 8 full-time bagis are repre-
sentatives of the Office of Civil Defense end rvepresentatives of other
federal departments and agencies, and liasison is maintained there with
the six armies of the continental United States.*

The missions of civil defense at the federal level, as stated in both
regional emergency operations plans and the National Emergency Operations
Plan, are to "assist state and local governments in preparing for and con-
ducting emergency operations designed to:

(1) "Make maximum effective use of available shelter against radia-

tion;"

(2) "Execute appropriste countermeasures and actions to save lives

and protect property...;

(3) "Repair and restore utilities and facilitjes essential to life

saving operations."

These missions are in keeping with the general objecrives of civil
defense that have been assumed for the local and state levels; that is,

(1) To reduce direct threats to life;

{2) To reduce indirect threats to life;

(3) To maintain government or control and communications and trans-

poxtation links.

Because regions have no legal authority over states and because, un-
like local and state organizations, they have n¢ operational units, they
will not be concerned with directing emergency activities. However because
regional headquarters, through field representatives assigned to individual
states may have knowledge of existing civil defense capabilities and have

Civil Defense Regions 5 and & correspond to the Fifth Army; Regions 7
and 8 to the Sixth Army; each other region corresponds to a single army.
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means for emergency communication to the states, these headquarters can - b
have an important role in coordinating the activities of state civil
defense organizations and military units assigned civil defense responsi-
bilities.

TTepNRenTE ¢ T T

Figure 5-1 shows the place of the region in the organization of civil
defense.

B.  The Regional BHeadguarters Staff

The normal staffs of regional c¢ivil defense headquarters include
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personnel assigned t.. field operations, communications, training, fi-

. nance, and other administrative duties. Within the field operations

section are persons assigned as rvepresentatives to individual

states. All of the above personnel will have responsibilities for

serving as members of the staff for conducting emergency operations,

In addition, representatives of the variocus federal government de~
partments and agencies are assigned to civil defense headquarters.
Among these are representatives of the Department of Commerce, the
Department of Labor, the Department of Agriculture, the Atomic Energy

Commission, the Federal Aviation Agency and the General Services

Administration. These representatives constitute the Regional Civil

Defense Coordination Board (RCDCB) that will assist the civil defense :

director of the region to develop policies and implement actions in
support of the emergency operations centers within the states. 1In
addition, one or more representatives of the Army will be present

at the headquarters.

Various ways are given in the plans of the eight regions in which

the staffs are organized for emergency operations. The organization

that was assumed for this study is similar to those found im all of
the regional plans, but is identical with none.
as follows:

The staff assumed is

An Bxecutive Section consisting of the Regional Director, his deputy,
and other assigned personnel.

An Operations Section consisting of the Director of Field Operatioms,
field representatives to the states of the region, and other person-
nel. This section will analyze incoming reports and establish opera-
tional priorities and coordinate military support to the states and
nutual support between states.
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An Intelligence Section to maintain information about the overall
situation, particularly weapon damesge, radiological conditions,
and conditions of transportation links. The Intelligence Sectioan
will also have respensibility for warning and maintenance of the
War Room.

A Logistics Section that will summarize supplies of and requirements
for essential resources. This section will coordinate with the RCDCE

in recommending actions with regard to scarce resources for maintaining
life.

A Communications Sectlon that will have responsibility for the
message center, for communications,and for the operation of the
internal information system.

An Emergency Information Section with responsibility for preparing
information for broadcast and for preparing reports to the national
headquarters.

In addition, there will be administrative and support personnel who

are not directly participating in emergency declision making.

II. DEFINITION OF THE INFORMATION SYSTEM

A. Purpose

The purpose of the information system for emergency operations at
the regional level is (1) to provide to the regional headquarters from
state civil defense organizations information required for planmning and
coordinating actions to be conducted by federal government representatives;
(2) to provide a means for consolidating, evaluating,and distributing
information received at the regional headquarterg from states and other
sources; and (3) to provide a means for transmitting to states informa-
tion and advice that will be useful in their emergency operations.
B. Information Requirements

The information to be provided to regional headquarters is determined
by the actions that might be taken at that headquarters. As for the local
and state organizations, these actions can be divided into three major
types. The actions to be taken at regional level within these types are:

1. For maintaining government and contral

a. Maintain and reestablish communications with states,
federal agency field establishments (FAPE's), and the military;

3-4
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‘b, Assist the states to malntain or reestablish government

and control;

.
E E; c. Assist the states to maintain and or reestabligh important
E %ﬂ transportation links.
§ i 2. For meeting direct threats
i i a. Agsist in providing attack warning;
% ; b, Asgist in insuring maximum shelter utilization; &
: ; Agsist in providing radiological warning; %
i d. Asgist in providing warning against major fires and floods; §
i B e. Coordinats interstate movement of major population groups; g
i ;, £. Coordinate interstate flood or fire control activity; §
: 8. Establish priorities for allocation of rescurces and assist 2
; in obtaining support from federal agencies, military, or
i other states.
é 3. For meeting indirect threats
- a. Advise on actions to protect essential inventories and
E facilities;
%’ ) b. Advise and assist in digtribution of essential inventories;
: ¢. Assigt in or coordinste the provision of medical and welfare
i services;
: d. Assist and coordinate actions to restore important facilities;
; e. Advise and assist in maintaining morale and order;
é f. Establish priorities or supplies and coordinate assistance
?’ from federal agencles, military groups, or cther states.
1 ;_ The information requirements for these actions and sources from which
g they may be supplied are stated in the work sheets given in Table 5-1.
g C. Message Reguirements
: 1. From State to Region

a. Types of Messages

As at the state and local level, certain basic types of

information should be received at the regional level through

LT U g i,

unscheduled priority situation messages. There are four general
subjects that these messages may cover:
Government and contyol,
EBuvironment (including Nudet reports),
Population,
Supplies services and facilities.
5=5
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Conditions that should be reported under each of these
sublects by unscheduled situation reports are shown in Table
5-1II.

States will also submit scheduled summary status reports
containing information in the same four subject areas. Table
5<1I1 provides a suggested format for such messages. Takle 5~1IV
is a4 sample of such a report.

It will be noted that the format of the summary report
differs from that which is now specified in regional plans in
several respects. Firgt, there is no separate format fur pre-
attack and postattack situations. Certain elements of the re-
port may be omitted, however, in the preattack condition.

Next, the format suggested in this report is much more
structured than that given in civil defense regional plans.

This wili assist those preparing the report at state level

and facilitate distribution of the report to the appropriate
sections of regional headquarters. Obviously, detailed specifi-
cation of what is to be included also tends to reduce message
length.

Finally, the suggested format provides for flexibility in
reporting by allowing the region tc provide direction as to the
detail that is desired under differing conditions. General
estimates of surviving resources may be all that are necessary
or posgible to obtain early after an attack. As more information
becomes available, the states can be advised of the detail to
be provided in the summary report,

On-call messages or reports will also be required from
states. Types of basic information that can be supplied by
on~call reports are as follows:

Radef condition at specific locations;

Casualty estimates;

e




UNSCHEDULED PRIORITY SITUATION REPCRTS - STATE TO REGION

Y

I. Government and Control

When state EQC becomes operational, moves, or terminates operations.

When communications are lost or restored to an adjacent state or
tc a large area 2f & state,

When government or control is terminated in a major populationm
canter or restored.

% Table 5-1I1
g\
N
P
¥

Threat to government or ¢ontrol in major population center or in
a wide area,

1I. Environment

Nudet report.

Arrival of fallout at a major population center or at

Flood condition affecting another state.

Extreme conditions threatening large wumbers of lives, not
previously reported (including chemical and biological agents),

. When a major interstate traffic link is broken and will require
- more than * hours to restores

When a major interstate traffic link is restored

II1. Population

;, Movement to shelter ordered or advised in state or in major areas
of state.

i Interstate movement of iarge numbers of people, not previously
reported.

Evidence of widespread problems of morale.

People leaving shelter in gtate or in major area of state.

1v. Supplies, Services and Facilities

3 : Loss ¢f major atocks of food or medical items or significant
change in days-of-supply estimates.

Damage to facilities predesignated by region as critical,
- Need for medical facilities, supplies, or mobile medical units.

When electrical power is lost or restored in a major population
center or over a wide area.

E 3
Flace cun be specifiaed by regional headquartaers.

5-13
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Table 5~III
FORMAT FOR SCHEDULED SUMMARY STATUS REPORT - STATE TO REGION

[yep——

Pt T

B

Word Range
Part I. QGovernment and Confrol
20-50 A, State Headquarters or EOC.
R 1, EDC: present manning, expected changes.

; : 2. Other element~ of government: present location, expected
changes.

50-150 B. General Communications and Control Capability (by area of state).
: ) 20-150 C. Specific problems in maintaining government, control, or communica-
tions and assistance needed.

Part II. Epvirooment
50-150 A. Damage (other than radiation).

Areag or counties, and major cities with heavy, moderate, oy 2
light damage™ to structures.

50-150 B. Radiocactivity,

Areas or counties* and major cities with heavy, moderate or
light radiation.” .

50-150 C. TFirea, floocds (by area).

1. Affecting other states: locatlon, direction of gpread-
2. S8peclfic problems and assistance needed.
20-50 D. Extreme weather conditions (by area).
Specific problems and asslstance needed.
100-200 E. Transportation Links.
1. Iaterstate links.

&, Breaks or traffic conditions causing delays of more
than hours.

b. Expected change on situation.
2. Other epecific operational problems and assistance needed.
F. Electrical Power.
50-100 1. Interstate (by area).
a. Existing conditions,
b. Expected changes.

0~1u0 2, Other specific opewvational problems and assistance needed.

{continued)

*
Poat disaster only.

ke
Bagis for rating to be supplied by region.
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i g Table 5-II1 (continued)

. Word Range

: i I Part ITI. Population (by area)

E ({ 100-200 A, Status of major il population groups threatened.
iﬁ Present situation:

; Expected gsfituation:

?‘; Actions being taken:

i; Specific assistance needed:

i ; 50-100 B. Mmjor*** population groups in transit.

; ; Present numbexs and locations:

: ‘f: Expected situation:

. Actions being taken:
.. Specific assistance needed:
; 150-200 C. Majorﬂ' housing and shelter avajilability and needs.
» 50-200 D. Morale,
Present situation:
Expected situation:
Actions being taken:
?.’ Specific assistauce needed:
§ 100 *E. Casualties*** {by area).
‘; Part 1V. Supi.ies, Services and Facilities,
'§f 100 A. Status of food (by area)
zzt In average days of supply:
f Replenishment potential:

-~ i Actions being taken:
%: Specific problems and assistance needed:
§ 100 B. Status of Water (by area).
g In average days of supply:
§ Replenighment potential:
) Actions being taken: ]
Z Specific problems and assistance needed: ‘
L
S {continued)
g Posgt disaster only.
§ i Bagis for rating to be supplied by region,
i Numbers to guide reporting to be determined by situation and specified by region,
; 5-13
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; %; Table 3-III (continued) )

% %7 Word Range o

' g 150-250 C. Status of medical supplies. !

E %, Items in greatest demand:

E % Items with critical shortages:

% i Steps being taken to meet shortages:

; § 15C D. Status of heating fuel.

% In average days cf supply:

: i Replenishment potentisal: p
. Actions being taken:

3 - Specific problems and assistance neaded: :
; 100200 E. Status of medical services. i
¢ Specific problems and assistance needed (by areas) %

50-100 F. Status of Vehicle Fuel. i
Part V. General |
0-200 A, Problems of state government not covered in above. 5
0-200 B. Actions being taken in coordination with other étates.
} i
4
. 5«14 .
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< 1 A.
&
B.
i
: c.
1I. A,
: B.
. L c.
: E.
F.

Table 5-IV
SAMPLE STATE SUMMARY REPORT

State

For time period ending

1. EOC fully manned; no change expected.

2. Governor at ; cannot move to EOC,

Area 1. Most of ares under contrel of local govts.; some
breakdown of wire communication.

Area 2. Little operational capability; communications to anorth

part of area by radic only.

Area 3. No capability for contrel in city of __ ; communications intact.
Area 4, etc.

Request reps. of Fed. gov't. at be sent to

City of to assist in reoxganizing government.

Heavy Damage: » . R R counties

and cities of

E 3 «

Moderate:
Light:

R . s , counties and citles of

*

s s s s s counties and cities of

s .

Heavy Fallout:

» 2

counties and city of R

Moderate . counties and cities of

» s 2

Area 1. Fire, 5 mi. front at . , moving northeast at 2 mph.

Area 3. Flood, on

River 5 mile below Dam; moving 25 mph.
Extreme cold conditions in Avreas 3, &4, 5.

1. Intersgtate blocked by downed overpasses at and ;

will be cleared in 12 hours.

2. All bridges across River at down; nc military

bridge units in state.

Power out in areas 2 & 4 due to transmission line damage; 4 days
or more to restore fully.

(continued)
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Table 5-IV (Continued)

ITI. A. Area 1. 70% of survivors have adequate shelter; must move about

DOSS——
s A AP l‘vwrw’ gla S iy ;

people now in shelter because of uncontrolled fires; i

assistance needed in obtaining agreement of of (state)

to accept these people,
Area 2 - (similarx)

T TP

B. Area 5, 15,000 people moving norih along interstate Route

AT S

: approaching (state). All will be casualties to fallout. :
S €. Area &. Housing for refugees available in military barracks
. at .

D. Area 1. No problem.

g
“

Area 2, Many feel that it is no use remaining in shelter, since
instruments indicate low radicactivity levels; broadcasts by
governor being made to explain sitv=tion,
Area 3. (similar)

E. (% of Preattack)

Prob. Add'l.
Deaths Radiological Injured

Area 1 10 25 20 °
Area 2 20 20 30
Area 3 5 S 10
Area & 2 10 15
Area 5 2 5 10
State 10 20 25

Iv. A.

Food Level Replenishment Potential

Area 1 42 days No immediate

Area 2 36 days 5 days at food processing plant

Area 3 80 days 2 days from gsurviving cattle; dairier
have limited production

Area & 20 days No immediate

Area 5 30 days No immediate

B. Water (similar to 4).
C. Medical Supplies (similar to A).
D. Fuel {(gsimilar to A).

{continued)
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Tabla S5-IV (Continued)

E. Area 1. All facilities and services overloaded.

Area 2. All facilities and services overloaded.
Area No units or services available.

Area Some mobile units being created to go to {state}.

1
2
Area 3. Scme mobile units being sent toc Area 2.
4
5
1

¥. Area One-fourth of motor vehicles have need for fuel,

- .

Area 2. Diesel fuel needed for trucks and .

Area 3, 4, 5. same as Area 2.

v,

V. A. Have inadequate staff to enforce rationing if it is ordered.

B. None yet.

A R R 4 VR S DR PR e MRl S
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Population status in vicinity of installation or reporting
point, i.e., shelter conditions, morale, immediate needs;

= rr— e
-

= 7 Progress in restoring facility or transportaticn link;
5 § Location of major uncommitted capabllities (e.g., housing,
- tranasportation, with or without crews, medical services

and equipment},
; Radef messages will also be submitted to region from stationms
of the Federal Monitoring Network in accordance with the Federal
Civil Defense Guide.

13
! : b. Message Volume

Estimated average word length of the priority situation
messages 85 glven in Table 3-II is 50 words.

The ranges of message lengths in various sections of the
summary status report for a state with five areas are showm on
the format in Table 5-III. Total message lengths for status
messages based on these word ranges would be

preattack - 1100-2300 words

initial postattack - 1400-3000 words -
9 ’ subsequent postattack - 600-1500 words

The volume of priority and on-call messages to be transmitted
during any one period between a state and a region will depend,
of course, upon the size of the state, the extent of attack effects,
3 ’ and the rapidity with which changes are takiog place.

Due'to the limited cmapability of regions for taking immediate
actions, most messages from states (with the exception of Hudet
reports) can tolerate some delay in transmission. Consequently,
it will not be necessary to provide for very high traffic densities.

It is estimated that the maximum pumber of messages per day
from each state to a region during the transattack and postattack
periods will be:

one summayy status report - 1400 to 3000 words;

fifty unscheduled priority situation reports - 50 words earh;

twenty special messages - 50-200 words each.

5~18
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2. Military Headnuarters and Federal Agency Fleld Es:ablishments
to Region

Priority megsages will also be sent from military headquarters

and tederal agency field eslablishmants. These laclude:

report of fallout arrival;

Nudet or major damage report;

filood or windstorm not previously broadcast;
absence of civil government or control;

break In designated transportation link, estimated time to repair;

traffic delay in desigunated itransporiation link {delays
anticipated of more than H hours).

On-call messages from military headquarters and FAPE's would
contain the same types of information as provided by on-call messages
Tom states. -

£
3. Region to Region

Messages will also be expected from adjscent regions. Thase
would include the following types of basic information:

fallout approach warring;

flood, fire warning;

major breaks in interxegional trangportation links;
requests for supplies and resources;

regsponse to requests for supplies and resources.

&, Hational Civil Defense Headquarters to Region

Types of information tc be received from the national headquarters

are:

strategic situation reports, indicating the probability of
the start or termination of a puclear exchange;

tactical waraing to supplement National Werning System;

warning against fallout, flood or other conditions when
receipt of warning from another region is doubtful;

damage assessment summaries,

The strategic situation reporxt would, in a preattack period,
provide an indication of the types of actions to be takeu and thely
urgency. In the postattack period, it would reduce uncertainuvy
about the overall recovery problems.

Damage assessment summaries should provide the following infor-
mation about states adjaceunt to the region:

general radiological environment;

status of government and contrel in major centers;
wma jor needs for support;

capability for providing support.
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Detsiled catimetes of losres of popularien and other resources
i more distant regions &are not important.

The desirability ¢f the nstional headquarters furnishing a region
with machine-compuzed estimates of rhe condition of population and
resources, based on Nudet reports, has never been proved, Nudet
reports may be used by the regional heaagquarters staff for making
quick estimates of the status of resources  and it is difficult te
se¢ how estimates from the national headquarters will be significantiy
more relisble to improve the making of decisions, Therefore, in
condidering information processing at regional headquarters, such an

iaput s not included.

D. Staff Informatiop Processing and Aryangement

The coluan ‘“staff action to develoy information® in Table 5-1,
is the busis for determining the rvespenaibilities of various staxff sections
for developing information.

In compliling these responsibilities, it soon became apparent that it
would be desirable to have the Opevations Secticn divided ilato elements,
each representing a single state, Weeds €or operations in each state coule
be wore clearly decermined on Zhe baslis of that particular state's situation.
Reglon-wide planning of operstions may not be poselble, and most decisgione
{at least in the early emergency period) may apply ouly to a limited part
ot the region.

Since these state elements at the regional headquarters will process
all typeg of information pertaining to theiv assigned state, the processing
requirements can probably be best identifled if they are divided into the
same cétegories ag previously vsad for messages; that i3, government and contrel,
environment, population, and supplies, services, and facilities. Table
5-V  gives the regponsibility of state field representatives. The
intelligence Section will process and display much of the same informa-
tion that i3 handled by the state elements of the operations center.
However, by displaying the information on a region-wide scale, conditions
that require coordination between states or dirzctiom by the region are
more readily apparent. Table 5-VI summarizes duties of this section.

The responsibilities of other sections of the EOC are more specialized.
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Table 5-V

Gike i b i

i z; STATE FIELD REPRESENTATIVES!
P RESPONSIBILITIES FOR INFORMATION DEVELOPMENT
F ¥ (Attached to Operations Section)
LT Analyze
N Maintain and Maintain and and Summarize
PooE Goverament Update Flle Update Dispiay  Situations
! B State Hq. or EOC Capability X E
P Government or Control in Major §%
s Areas of State X X -
i Alternate Sites for Cov't, or 25
oo Control b4 %
P Alternate Capabllities for =
% Gov't. or Control {Persommel, :
= Units) b4 :
i Readiness Cenditions X
' in State
. Communications
; Avatlable Communications
i Links to State ' X
- Alternate Communications
H Capability X X
: Environment
; Damage (amount and loecation) X X X
: Radicactivicy Intensity and Area X X

Major Transportation Links

Condition and requirements
to restore X X

Actions being taken to restore

Fire, floods
Loc'’»,, swtert direction
Counteloc~~ur_a availabie
Countermeasures being taken

5 Weather Conditions

i

»

R ST A AT

ol

PaPe B

Population (by area of state)

Al 50 P

Movement of Major Groups X
General Status of Population
Shelter Utilization:

excess

requirements
Housing

availability

requirements
Morale

M
Lo

oM
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j Table 5-V  {Continued)

g Analyze
Maintain and Maintain and and Summarize
Update File Update Display Situations
§ supplies, Services and Facilities
E Electric Power
Condition oi malor elementis X X ¥
Actions to restore, estimated time A
Critical Supplies
tdentification (types) X
Requirements (by type)
] Location and cond'n. of
major stocks X X X
Actiong taken to protect
Or conPaeove X
Trangportation Service (by area)
Availability X
R:iquirements X
Critical Pacilities
Location and condition X X
Actiong taken to protect X
and restore X
Sther
Military Unite {(by type)
Location and availabilivy X
i
5-2%
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Table 5-V1

1 INTELLIGENCE SECTION
i = RESPONSIBILITIES FOR INFORMATION DEVELOPMENT

& Analyze
Maintain and Maintain and and Summarize
. Update File Update MNisniay Siruvations
: Readiness Condltions
= by State b4
Damage - by area end
severity X
: Radiocactivity - by area
-y - angd intensity X X
Fire~-Floods by area and
severity X X
Transportation Links
Location of breaks in critical -
links X X
Action: being taken to restore X
Electric Power
Areas out X X X
Actiong being taken to restore X
é Weather - by areas X X
i 5-23
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The Logistics Section will coordinate information about supplies, services,
and facilities obtained from the state fieid representatives and the
representatives of the federal agenclies who are part of the Regional Civil
Defense Coordinating Beard., The Communications Section will maintain and
evaluate information on the condition of communication links and the opera~
tion of the information gystem {tself. A subsection of the Operations
Section will have the responsibility for maintaining information on au~
tual support operations belng conducted by the states and Ly the military
and support of the various states,

Members of the Reglonal Civil Defense Coordipating board will maintain
files on the resources for which their respective agencies are responsible,
and will periodically provide esti-ates of requivements for transportation
and other services necessary for theor operations.

It ghould be noted that it {s impossitle to determine ‘n advance all
of the information that may be of sufficient importance to require a cen~
tral display. However, the use of overlay techniques gives the display
system ihe fiexibility rthat will be regquired.

The overlay method has been mentioned sarlier in the chapter on the
local system. It envisions the recording of meny kinds of information
on txansparent overlays for a map used throughout the center. The over-
lays can then be superimposed to provide a display combining any desired
rypes of information.

& format for internal exchange of information st the regional head-

quarters is chown in Figure 5-~2,

E. Qutgoing Messages

HMessages to states, FAFE's, military commands and other regi~va wiil
principally consiat of:

Relay of strategic information from the national heasquarters or
warning system;

Advisories or answers to requests;
Requests for missions or resources;

Requests for veports on specific resources or capabilities.
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Regional summary status messages will alsc be transmitted te the

o ]

Y e

: national civil defense headquarters and to hesdquarters of adjacent regions,

; : F, Cthey Fuoctors Influencing the Information Systew at Regional level

A regimal civil defense headquarters has communication links wich
all or neariy ali tederal departments and agencies with emergency re-

sponsibilities, Table 5-VI! ghows the links that exist at one regional

headquarters and their capacities.

If these capacities are only partially

aur

used, they could easily overload the cepabiiity of a r:gional headquarters

for processing the information received. There will be & graat

SRDREE 7 A B Bt A BT

ameunt. of redundancy in the information received and requested unless com-

munication plans for all users of these communication channels are carefully
developed and followed,

Essential to such a development of plans is a delineation of definite
responsibilities of each department and agency for developing and providing

information, followed by exercises in which all users of the system par-
ticipate,.
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Chaprer 6

ine Civil Defense Information Svystem at the National level

i ¥ e e

*
1, CORCEPT UF EMERGENCY OPERATIONS AT THE MNATIONAL HEADQUAKTERS

.w..-ww-‘,‘...,,—....,‘
P

While at the regicnal level, persons with responsibilities for the

emergency operations of other departments and agencies will be co-located

S IR

with civil defense cffices; the natlonal ¢ivil defensc hesdquarters will

probably remain physicolly separated from the heads of federal departments

o et 2 e 4 s e+

z and agencles. While the regloual civil defense information zystem will
probably he the center of all inforuwstion gethering activities in the
- reglon, iue ustional headquariters will be only one of 3 number of national
information gathering agencies.

In an emergency, communications will be established at lsast to ecach
region, o the Office of Defense Rescurces (SQR)** and to the Hational
u Military Commanc Systems Support Center (WMUSSC). Zhe staff wili sssist
3 " in maintaining, or Lf necesssry reestablishimg, a civil defense oparational
headquarters in each region, and will work with these regional headquarters,
the military, and the beadquarters of appropriate federal depariments and
agencies in order to maintain goverument at, and commwnlcations with the
states.

The function of "damage assessment® is assigned by executive vrder
to the Office of Civil Defense. Flash Nudet reports will be the first
information received. These will be used in making an carly assessment
of the effects of nuclear attack or other national disaster. As new infor-

mation is received, eilher through unscheduled reports from regions or
other spurces and from summary status reports from reglons, the assessment
will be revised. In keeping with the objectives of civil defense, the
national headquarters will give priuzity teo evaluating the effects of the

PRI Y o TS e f

R LT

disaster on the prpulation and resources necessary for their immediate

B I R o

survival.
The headquarters staff will cooperate with the staffs of regional

headquarters and federal departments and agencies in establishing priorities

This concept expands somewhat that given in the National Emergency Plan,
Federal Civil Defense Guide, Part G, Chapter 2, Appendix 2, September 1966,

B e e SR )

wx Under current plams, the Office of Emergency Planning is to form the
nucleus of the ODR,
6=1
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for aclions, advising sldle governeen!s, snd (n cocrdinasting military or
tederal support fvr ststes iq mesilipg direel thvests o the populsiicn.
It will alse assiet the ODH in identifying needs for rescurcex and io
establishing priorities for thelr use.

The national headquarters will also forward to the regicns the strategic
and tactical warning, as provided by the military and other national
sources, and the naticmwia esticmtes of conditions, It willl assisc in preo-
paring nationwide broadcasts to malntain morale and inform the public of

actions to be taken fo save [ives and property.
11,  SYSTEM REQu ad4MENTS

srmation Requivemmsnits

The National Civil Defense Headquarters, in keeping with the National
Plan and the concept of opecations described sbove, will need information
concerning:

{1} Significant chaiges iv the capability of state goveromesnts and

federal agency fileld estsblishments to deal with the effects of
a disaster;

{2} Significant changes in the snvivomment {particulariy faliout)

in large sreas;

{3} Changes in the status of major population groups;

(47 HMsjor civil/military operstions proposed or undervay and poliri

cal or economic impediments to such operations;

(5) Significant changes in inventories and fscilities important for

maintailoing life in the immediate future.

The numbexr of resources for which information is re~uired, and the
detsil of information depends upon the interpretation of the damage assess-
ment responsibility of the Office of Civil Defense, Other federal depart-
ments and agencies have responsibijities for smergency plasmning and damage
assessment of specified resources. It would therefore seem unnecessary
for the national civil defense headquartexs, ind pessibly beyond its capa-
bility, to attempt to analyze the ctatus of & great variety of resources,
However, as far as i3 known, there is no limitation on the damage assess-
ment respounsibility of the civil defense organization., Without such a
iimitation, it is Impossible to be specific as to the inforuation require-
ments at the national ¢ivil defense headquarters,
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b. Prestorad Information

It is desirable for the nationel beadquarters toc have, before the
emergency, intirmation concerning the following:

Emergency warning and comumunication procedures,

Erergency plans for coordination with othsr federal agencles,

Plans for restoration of government and control in large areas,

Alternarive plans for nationwide redistribution of resources,

Location of installations of particvias importance to pepulation
survivale

Information about population distribution and shelter space should
also be prestored at the rational headquarters in order te assist 1n pre-
atisck =mergency decisions as te shelter needs, and postattack estimates
of population status., Requirements for prestored information about other
resourcer will depend upon the definition of the damsge ascsessment respongi-
bilitles.
€. Incowming Messagesn

Regional headquarters will be the primary source of the information
requirad at the national headquarters, This can be provided by unscheduled
and on-call situation reports and by summary atatus reports, Nudet reports,
as noted earlier, ave considered a type of unscheduled situation report.

The formats of summary reports from state to reglon can be followed
in the rzports Lrom region to mational headquarters, with dats summarized
by states rather than by smaller areas. The meshages to be received from
the emergency headguarters of other federal depsrtments and agencies will
depend upon the capability of these headquarters for ¢ollecting informa-
tion needed by the civil defense headquartars. As at the regfonal level,

much redundant or unuseable information could be received by messages

from other headquarters unless the information to be transmitted is speci-
fied in advance.
D. In ti es5i

Present concepts of information processing at the national civil
defense healquarters are a2vidently based upon the use of a computer for
early determination of conditions of the population and resources. In
this method, the computer, using prestored weapons effects tables, calcu-
lates the radii of varying levels of blast and thermal effects., For a
surface burst, using asvailable wind data, the computer determines the
probable spread of fallout.
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The location and vulnerability of the sheltered population and many
resources are also stored In the computer and their status is computed
using the veapons effects as derived from Nudet information. In this
manner, the coamditions cof specific population groups and resources can be
estimated and used in decision making.

The information resulting from this methed of information develop-
ment may contain major inaccuracies for the following reasons.

{1) The location and hardness of the populatiovn aud other roscurces
at the time of weapon detonation camnot be precisely represented,
and may be inasccuraiely represeanted, in the computer file.

{2) FEwven with automated Nudet determination, which is possible only
in 2 small part of rhe country, there will be inaccuracies in
the computed weapons effects, Other types of Nudet determina-
tion will be more inaccurate.

{3) Even with perfect Nudet informatlion, the effect of fire spread
camnot be known accurately, and other secondary effects such as
flood and secondary explosions cannot be determined at all.

{4) BRudet information will not be available to the computer in one
convenient batch, and until all weapons are reported, analysis
must eithar be delayed or it will provide an incomplete presenta-
tion of conditicns.

Stanford Research Institute has been developing, under OCD Work Unit
4615A, a method of estimating surviving population and resources that does
not depend solely on Nudet information, Direct reports of damage are con-
solidated and evaluated by automated means to provide a continual refine-
ment of the estimates.

However, the method of information processing at the national head-
quarters must ultimately be determined on the basis of the required type
and detail of information about resources. As noted above, ihis has yet
to be established.

E. Staff Organization for Emergency Operations

In considering the staff requirements for developing information at
the regional level, it was found desirable to have state coordinators to
handle all information pertinent to their assigned ststes, It seems that
such an arrangement of the staff would also be degirable at the national
level, with crordinators assigned to each of the eight regions. These -

would constitute the Operations Section.

6=4
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Cther sections of the emergency «+2%f rhat are consistent with the
probable concerns of the national headquarters are:

Ap Intelligence Section, for maintaining information, and assessing

the radiological enviromment and other gemeral conditions affecting

population.

A lopistics Section, for maintaining information on nationwide require-

sents for resources Important for immediate survival. This section

€ SEAr o xR |- SRSRETDY |
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1

would maintain coordination with the appropriate federal departments

PR

and agencies.
4 Communicatiops Section.
An Executive Section, including elements for lialson with the NMCSSC
and NREC,
F. ther System Considerations
A number of communication links between the National Civil Defense

T —

SRRV e | R ) b

Headquarters and regional headquarters already exist (see Table 5-VII).
These links, however, must be used by other federal agencies. Priorities

for use of these communication means are already established. In other

IR T 10,

words, there already exists a structure for 2 national emexgency informa-
tion system, and the civil defense ianformation system at the natfonal level
must be compatible with this system. Conversely, in the degign of the

_ overall national emergency information system, the information require-

: meats for c¢ivil defense at the national level will need to be carefully

i defined in keeping with the assignment of emergency responsibilities

among all government agencies,

Lt
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Chapter 7

The Overall System, Conclusions, and Recommendations

1. OVERALL SYSTEM CHARACTERISTICS
A, Introduction
In the previous chapters, the characteristics of information systems to
support civil defense emergency operations at the local, state, and federal
levels were described. These systems must be coordinated to conatitute
an overall system that will be effective in serving the information needs
at all levels of government.

B. Sxternal Flow of Information

Figure 7-1 shous the main flow of information occurring within the
overall system. Headquarters of each level of the civil defense organization
will aggregate and evaluate information on hand and that received by messages
in order to create an informatior .+ to support its own decision making,
and forward required information "o °  aext higher headquarters and to
other headquarters. Each headquarters will also supply advice and instruc-
tions to lower headquarters and, when necessary, to the public through
the EBS. The capability of the ERS has not been evaluated in this study,
but the substantial effect of this capability om the requirements for CDEIS
communications has been noted.

The capabilities of the various information systems with which the
CDELS could interface at various levels will also be important considera-
tions in further amalysis of communication requirements.

Pigure 7-1 does mot show possible variations in the flow of infor-
mation between headquarters., For example, some shelters may report through
shelter complex headquarters, and local EOC's may report to county or
state area headquarters, rather than directly to the state. The desired
reporting routes, as noted eariier in this report, will depend upon specific
geographic and organizational considerations.

C. Characteristics of Communications

Because of the many types of envirorments in which it must operate
and the changing functions that it may be called upon to support, CDEIS
communications must possess a flexibility beyond that of most information
systems. It is possible tc identify cert#in types of information that

7-1
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will be important im creating and in maintaining an Information base for
emergency operations. However, it is not possible to identify in advance
the types and detail of information that will be most important at all
times during the emergency.

Consequently, it is not desirable to attempt to design single purpose
communication chamnels, For example, it may be important for a police
radio net to provide shelter communications during some part of the emerg-
ency, but not at others. Flexibility in the use of existing communication
capability will be necessary to effective operations.

For efficient use of commumication chamnels, a strict commumication
discipline must be observed from the first so that the specified basic
wegsages may enter the system. As an information dase is created, the
dacision makers at EOC's or ER's can decide what situations are of most
concern, and use available communication capacity for requesting and
obtaining the necessary types of information. If communication capacity
is overlcaded with non essential information (no matter how interesting) the
system may never be able to recover and operate e¢ffectively.

D, Informaticn Processing and Decisior Making

Because of the variability of decision situations, the system must
depend largely upon human information processing at all levels. Staff
members who will process data to develop the information base will also be
part of the decision-making process. That is, they will be making estimates
of conditions determining the need for action, and of the feasibility and
value of specific actions, However, there will be centralized coordination
of the decision-making process and central determination of priorities of
actions. o I

The organization of the staff at the various levels will be consistent
with the needs for decision making., At the local level, the staff will be
organized into sections for emergency services or operations, logistics or
supply, shelter and population, and intelligence. At the reglonal level,
the decision making will be based upon the needs of individual states,
since most conditions of the population or resources must be dealt with
zmoat often by smaller geographical areas than a reglon. At the state level,
the organization will depend upon the size of the state and upon the
potential capability of ar< 1 or other sector headquarters for decision
making and actions.

7-3
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At every level, there will be a section concerned with developing

intelligence about the general situation in the entire area of corcern.

o R ] m ,,‘W,-.!l,m ¢ m
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This intelligence will be represented in tabular and map displays that

A S

can be quickly comprehended. Specific information that is developed by
other sections of the statff will be compared with or integrated with the

[

: 3 representations of the general situstion pericdically. Integrations of

information can be facilitated by the use of transparent overlays.
: : IT. CONCLUSIONS

: The objectives of the study were to define the types of information
: required at local, state, and federal levels of civil defense emergency
operations, and to define an information system in terms of
(1) types, flow, and volume of messages;
{2) the flow of information in an operatkoné center and the recoxds
3 ' and displays needed.
In view of these objectives, the following conclusions were reached:
1. Specific types of messages must be provided to local emergency
operations centers and emergency headquarters at other levels
of govermnment in order to provide and information base for
; decisions. Specific instructions must be provided prior to the
emergency to insure that such reports are transmitted. Strict
communication discipline is necessary at the beginning of an

emergency to insure that these messages are gent and received.
2. Communication capacity must alsv be provided for other types of
'méssages, such as inqﬁiriés én& #pééi;l iﬁstructiéﬁé:VVTﬁé”poﬁential
i : wolume of such messages will be influenced by the effectiveness
with which the information base is created and used in anticipating
situations and needs for additional information.

3. The peak load of messages between shelters and the local EQC _
and between EOC's and state emergency headquarters, will probably
occur during the movement to shelter pericd.

; 4. In determining the overall requirements for an information systenm
in a particular location, there must be congideration of:

{(a) The organizations for support of emergency operations and
their control and information systems;
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{b) Geographic and ecomnomic aspects of the area under the centrol
of the operations center, and the accompanying threats to and
vulnerability of the operating civil defense system;

{(c) Shelter status of tne population, which affects not only the
method of routing information, but the situations that might
occur and about which information will need to be provided.

4s shown in Appendix A, the value of shelter complex headquarters

as components of the reporting system will depend largely upon the

geographic distribution of chelters.

The ugse of area of district headquarters within a state as collecting

points for information may be of considerable value in some states.

Because of the great nupber of emnwviromments in which it anay be

necessary toe operate, a local or a state civil defense emergency

iniormation system must be flexible in communication and staff
proceiures in order to respond to unforseeable information require-
ments. Since this flexibility is obtained primsrily through human
information processing and control, training of staff personnel

in information gystem concepts and procedures is essential.

Types of messages of use in decision making at regional and natiomal

¢ivil defense headquarters can be defined. However, because the

national civil defense headquarters will be only one of the
locations at which nationmal decisions will be made in au emergency,
and because of the demands on common communication links, the
civil defense emergency information system at the national level
must be tailored to be a part of the total national emergency
information systen.

The flow of information, and data processing methods, must both be

compatible with decision-making procedures and staff organization

at ~ivil defense emergency headquarters at sll levels. However,
there has evidently been wo comprehensive gtudy of alternative
decision-making procedures and staff organizations.

1f telephone is the principal source of messages, the preparation

of hard copies at the message center will be inefficient compared

with the switching of incoming calls to a section that can record
the informatifon directly oo tabular forms or displays.

7-5
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1li.

12,

13.

The Emergency Broadcast System can play an extremely important role
iv suamenting the civil defense emeigency Information system by
providing both a means for disgeminating informatisn and advice

and for providing instructicns for reporting. Consequently, effective
employment of th= Emergency Broadcast System must be planned for

in the design of an information system for any particular location.
Nudet reports und computer-based damage assessment alone 4111
provide inaccurate iuformation sbout postattack conditions, and
there is no evidence of the level of accuracy to de snticipated.

It i doubtful 4f estimates of resource status obtained in this

way couid be used in decizions at region.

in view of the many factors that influence the effectivenesas of

the civil defense emergency information system at the state and
local level, it is infeasible to define communication requirements
for one particular organization that could be readily "scaled”

to define the requirements for other organizations.

IIY. RECOMMENDATIONS

Major recommenigtions of the study are that:

1'

The procedures advanced in this report should be used under the
direction of OCD to develop an information system for existing civil
¢efanye organizations in one or more locel areas. The performance
of this system should then be evaluated in welle-planned exercises

in order to better define the methodology before it is recommended
for use by civil defeuse planners at state and local levels.
Specific formats for unscheduled shelter situation reports and

forxs for recording information at EOC's should be developed and
incorporated in the Federal Civil Defense Guide.

The Office of Civil Defense should recommend a study of the require-
ments for information at the emergency headquaftets of all federal
departzents and agencies in keeping with their assigned respousibilities
as a first step in determining how federal staffs and communications
may be more efficiently used in a national emergency.

7-6
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Appendix A

Macroscopic Organizational Structure of the Local Civil Defense
Emergency Information System

i, ALTERNATIVE COMMUNICATIONS CONFIGURATIONS - THE SHELTER COMPLEY CONCEPT

As the number of ghelters in a local civil defense system increases,
it becomes necessary to consider the effectiveness of routing messages from
shelters through an intermediate control point, such as a shelter complex
headquarters.

Basically, there avre two reasonz for routing messages through such
a headquarters. First, a certaln class of messages may be highly redun-
dant, i.e., szveral messages in that class may include the gsame information.
(Hote that s message class can be highly redundant, and yet no individual
message in the class would necessarily contain redundancy.) For example,
a single fire may be reported by a number of different shelters. By
routing calls from shelters located near each other through a shelter
complex headquarters, superfluous messages can be eliminated, and the
load on the EOC message center is thereby reduced. A second (and not
unrelated) reasen for routing messages through intermediate shelters is
that the shelter complex headguarters may be able to deal with certain
problems. Such a situation corresponds to a certain amount of decentraliza-
tion of decision making.

We shail now present an analysis to illustrate the effect that a
shelter complex structure has on the redundancy of wessage classes and
on the extent to which shelter complex headgquarters can handle certain
situations.

Let us denote the total number of shelters under the EOC by N, and
let us assume that the N shelters have Leen divided into $ groups, or

complexes, where esch complex contains an approximately equal number of
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geographically contiguous shelters. One shelter in each complex is

designated the hesdquarters for the shelter complex, and messages from

sheiters in a complex are sent to the shelier vomplex hesdquarters. To

simpl ;s the analysia, we shall assume that each complex contains N/S

mwm?_.,‘
B e i

i 3 shelters, that each complex covers the same area, and that the § com-

o o

plexes form a gridwork of 8 squares. Although these asgsumptions are
unrealistic, the results obtained wl1l apply even if they hold approximately.
‘ : We shall assume that ¥ is rather large, say N 2 100. We shall refer to

8, the number of shelter complexes, as the span. The rssults t2 be de-

vived are valid for § not less than 4 and preferably S at lsast 9.

1I. REDUCTIOR OF MESSAGE CLASS REDIMNDANCY
We shall first consider the redurdsncy problem. We sghall examine
the situation in which messages from shelters in geographic proximity
are likely to contain some of the same information. For example, if a
number of fires are burning in the city, a given fire may be reported

by more than one shelter in the same area. Shelters located far away

are assumed to have little chance of reporting the same information.

We shall characterize this situation by a parameter r called the

natural redundancy of the message cless, The value of r is the expected
proportion of all messages which would be superfluous if every message
generated in & shelter were reported directly to the EOC. That is, if n
& mesgages (of a certain situation category) are rrepaved in shelters for

transmission to the EOC, then (l-x)n of them are expected to contain non-

redundant information, and rn of them are expected to be regarded as

unnecessary by the EOC. Alternatively, we may describe this situation

by the statement that on the average, 1/(l-r) shelters report each

gituation,

A~2
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We suppose that whenever a shelrer complex headquarters recelves
a memnmage providing informatfion which it knows has already been trans-
mitted to the EOC, then that redundant message is not transmiited.

We shall now derive an expression for the redundancy of the message
claas (a8 vecelved in the FOC) after the preceding message-screening
procedure is employed. fThis redundancy will be referred to as the netb

redundanéy, and will be denoted by R. That i{s, R ls the expected pro-

pertion of redundant messages reaching the EOC from shelter complex Beead-

quarters when edch ghelter complex headquarters filters out all calls
which it recognizes to be redundant.

We shall employ a geometrical argument to obtain an expression for
R. In the model to be employed, we ghall represent a situation as a
square {(of size to be determined later) whose sides are parallel to the
sides of the gridwork of shelter complexes, and we shall represent the
occurrence of & situation by a random placement (i.e., according to a
two~dimensional uniform distribution) of thig square on the grid. We

represent shelters in the complex by grvid squares of equal avea. If we

represent the lecgth o the side of the situation square by t{t 2 0), then

the probability distribution function of the number x of shelters touched

by the situation squere (i.e., of the number of shelters cbserving the
sltuation) is given by
2 2
(1-a)” if x = (m1)";
b ]
20(l-q) if x = (oFl)}” + (ntl);
Pr [«] = 2 2
a if x = (qR);

0 otherwise;
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P where t = whx, v is *he integral part of ¢, and @ is the fractional
:f part of t. It can be shown that the expected number of shelters observing N

E a sftuation is given by
E(x) = (L + t)°

and the natural redundaney, r, is thus given by

e i

2

N -1 NN ¢ £ 3 S S
E{x) (1+t)2

Solving the preceding equation for t in terms of r, we have

RELAVIE WL BE apte e g )

t= = - 1 .

1-r

IR T 1 % e g

When calls are screened by shelter complex headquarters, the net

; redundancy R corzesponding to a matural redundancy of r 1s given by

g QeI -1 1 : '
@+t JEIm? a + t 5T .

1.e,, we bave replaced t by t/4f N/S in the expression for r, since

i & shelter compiex contain N/S shelters, Now when § » 1, R should be
equal to O, and when 8 = N, R should be equal to r, To satisfy these
boundary conditions, it is convenlent to Yepluce S/N by p = {(S-1)/R-1}

in the expression Zur R, Thus we have

2= R(z,p) = 1 - s .

; {14-\[-(371')713-_1_)'(41—_-%-1)].2
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The quantity p is approximately the proportion of all shelters which
are shelter complex headquarters, We shall refer to p as the relative
span, If we plot R versus r and p for selected values of r£{.25, .5,
and ,75), we obtain FPigure B-1, For smsll values of S(say g 10) when
¥ ~ 100, the value of R given by the above formula tends to be too
large, particularly if r {s not very small {(say r > .253).

One of the conclusions to be derived trom Figure B-1 is the
following: By employing a shclter complex system with relative span
p =.1 (i.e., 10 percent of all shelters are shelter complex headquarters),
then the redundancy of message classes is reduced by approximately &
factor of 2 for ,25 <r < .75, Thus for a city with 100 shelters, the
preceding analysis indicates that we will reduce the redundancy by a
factor of 2 1f we have about 10 shelter complaxes appi‘oxi.mtely of equal
size if .25 <r < .75. For message classes with very smmll r, there is
little benefit, and for such message classes, direct reporting from
shelters to the EOC would be desirable,

Associated with the use of a shelter complex system, there are
certain costs, First, messages reaching the EOC which originated in
shelters other than shelter complex headquarters are delayed by routing
through the shelter complex headguarters. This cost is not great if the
shelter complex headquarters can quickly relay calls to the EOC from
shelters. Second, there i3 an increase in the usage of the commmications

equipment, In fact, even though a number of calls may be screened out,

A=5
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the total number of calls (from shelters to shelter complex headquarters,
and from shelter complex headquarters to the EOC) uaing the shelter
complex system will always exceed the number of calls if shelters report
directly to the EOC, The expected total number of calls made Per

gituation is

E= 0D 62 +55 1 -

The number of redundant calls is thus E-1, and the commmications equip~

ment usage redundancy is thus

E-1
Re. = E
1
=1 - -
51 7
-9 6 * 135

1 ~_
a-d g + 1 B o - ] 2

To make R, a function only of r and of p = (S-1)/(N-1), we replace S/K

by (8~1)/(N-1) in the first texm in the demominztor, to obtain

- - - T T 71 AT T o T . T 7'; TotoTmremTm o o
Re bl Re(rnP) =1 -

2 .
a-5 e "’[1 "'{f%‘ ir- 1)]

Figure B~2 contains a plot of Re versus r and p, From that figin:e, we

may conclude that if the redundancy is small, equipment usage redundancy
increases substantially for p = .1, (e.g., for S = 11 and N = 101), If
r 1s large, many calls are sorted out and relatively few calls are made in
the shelter complex headquarters to the EOC, so that the increase in equip~

ment redundancy is not great.
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It {8 useful to express redundant communications equipment usage
in terms of the fractional increase, I, of equipment usage, with respect
to the usage if all shelters report directly to the EOC. Since thw
mmber of calls per situation if each shelter reports directly to the

EOC is 1/(l-r), and the number of calls per situation if a shelter

complex system with p = .1 18 used is (1-%) (.i%;) + .l%ﬁ’ thean I 1:; given by

pa —® Tpl TTRTTr | Lz s
1 RN
l-v
2 Lz S-1 .
1-R &-

A plot of I versus r and p = (S~1)/(n-1) appears in Figure B-3, For
p = .1, the percentage increase in usage of equipment is approximately
(1-1)100 for r smzll (say < 3/4). (For r close to zero, equipment usage
would increase by 100 pervent--i,e,, would double,)

The benefit of a shelter complex system corresponding to redundancy
reduction is that the EOC mesaage center receives fewer calls corresponding
~to each situation, PFrom-the preceding graphs, it is seen that the benefits

are small and the costs high (in terms of equipment usage) if r is small,

The use of a8 shelter complex system is beneficial (with respect to redundancy
reduction) only for message classes with high natural redundancy, r (say
T 2 3/4), Such high redundancy is most likely iu occur for messages that
report area conditions (aresa environment, populatior and resources outside

of shelter) and the shelters are concentrated in & small area.
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The next aection will discuss the second purpose for which a
shelter complex headquarters system csn be used,
IITI, HANDLING OF PROBLEMS WITHIN SHELTER COMPLEXES BY
THE SHELTER C(MPLEX HEADGUARTERS
The second reason, mentioned above, for structuring shelter-to-
EOC commmications in & shelter complex configuration applies if it is
desir.redrtro dgcréase éhe analytical burden of the EOC by allowing shelter
conplex headquarters to handle certain problems, Por the purposes of the
present analysis, we shall sssume that a shelter complex headquarters can
handle a certain problem if all the shelters inwvolved in dealing effectively
with the problem are contained in the complex. As above, we define g
parameter p (corresponding to r), called the relative problem magnitude,
. such that the aumber of shelters contained in g square grid section
containing all shelters involved in the determivation and solution of
the problem is 1/(l-p). The square grid section of 1/{l-p) shelters
contains not only those shelters which report a pariicular situation to
- the shelter complex headquarters, but any other shelters involved in the
problem and its solutiom,
Bmoloying the same stochastic model as before (i.e., problems occur

randomly on the grid of shelters), then the fraction, ¥, of problems not

falling wholly within the shelter complex is given by

F=1- (l1~t \lsm)z

where t -41-_%-5 ~ 1, FKeplacing $/N by p = (5-1}/(N~1) as before, F becomes:
2
-1-11- J__l.. - J_S:.L
F = Fpp) =1 [ ( s ) N1 ] .

&-~11




Figurc 3-4 contains a plot of F versus p and p, Whereas redsonsble
values of r would probably be < 3/4, reasonmble values for p are much

larger, say as large as .9, Such is the case because relatively few shelters

would be expected to observe the same situation, whereus ten shelters

could easily be involved in the solutiom of 4 problem, larger values of

p are hence included in Figure B-4, For a relative span of p = 1, and o
srall {s#y < 3/4), the fraction of problems not falling vholly within the
shelter complex is approximately one~thivd as large as if no shelter cosplex
system is used. That is, two~thirds of the usual problem load of the EOC
can be handled by shelter complex headquarters, in the sense that all the
shelters jnvolved in the problem and its solution fall within the shelter
complex (by the term "usual", we mean that the EOC handles all problems

other than those affecting only one shelter.,) As p increases, a smaller

Lg and smaller fraction of problems fall wholly in the complex, (This last
fact 1llustrates a shortcoming of the model used in the analyses presented
above, namely that F achieves the value 1. Realistically, we should expect
P - F <1 no matter how large the value of o or how small the value of p. This
shortcoming arises from the fact that we have used, for given o (cr r); N
squares of £ixed size to represent problems {or situations), A more

realistic amalysis, which would overcome this drawback, would employ a

probability distribution of problem sizes {or situation sizes), FPFor values
of p (or r), that ave somewhat less than 3/4, the results of either

analysis are expected to be similar, however,)
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; Since reasonable values for p for a city of 100,000 would likely be
E as large as .9, it appears on the basis of the present analysis, that for
a city with 100 shelters and approximately 10 shelter complexes, the use

; of shelter complex headquarters for handling problems would be quite

T
AR ey e e

limited, if it is desired to achiave analysis of high caliber,

For sprawling cities, or for county EOC systems, the value of p could

17F% Town v T

be small, and the value of the shelter complex headquarters for handling

¢ertain problems could be considerable,

IV, SUMMARY

The above analysis indfcates that the value of & shelter complex

headquarters as a mode in reporting procedures depends upon the probsable

redundeney of shelter-originated messages; as a control center, its value

depends upon the extensiveness of problems with regard to sheiter locatiom,

1 : This type of analysis may be applied in the design of the information system
F é and in establishing operational procedures for a particular local area. It

1 ; is possible that shelter complex headquarters in the same community would

perform information filtering or control tasks at some times, but not at

“others, as apnnounced by the local EOC,
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Appendix B

1. Sample Messages - Shelter to EOG

Unscheduled Friority

P81 . Bhelter Open
SHELTER OPER REPORT. SHELTER BRAVO SEVENTEIN AT MATN AND
EROAD ROMW OPEN AND CAN RECEIVE OCCUPARTS. AM COMMUNICATING
FROM 7331331, QAN ALSO YSE 733.1335. SWRELTER MANAGER IS
KG‘I PRESENT, STANDARD BROUADCAST KECEIVER IS RECEIVIRG EBBS
BROADUAST . THIS 18 PATROIMAN FOGARTY, WILL STAND BY UNTIL
SHELTER OFFICIALS ARRIVE, "

Approximate length - 60

P82 - Shelter Occupancy _
SHELTER OCCUPANCY REPORT. SHELTER BRAVO SEVENTEEN AT MAIN
AND BRUAD, 125 OF 400 SPACES OCCUPIED, NO NEW ARRIVALS
IR LAST TEN MINUTES, JHIS CALL FROM 733-1331, STEVEN
SATTERFIELD WOW IN CHARGE AS SHELTER MANAGER,
Approximate length - 45

P83 - Initial Habitability

SHELTER HABITABILITY REPORT. SHELTER BRAVO SEVENTREN,
SHELTER ROW HAS ABOUT 350 OCCUPANTS. CENTRAL SPACE ON
SECOND FLOOR IS OCUCUPIED BY HEAVY DATA PROCKSSING EQUIPMENT.
‘I &M LOOKING FOR OTHER SPACE WHICH CAN BE MADE INTO HIGH
PF AREA. SUPPLIES APPARENTLY OKAY. WE CAN NOW COMMUNICATE
BY CITIZEN'S BAND RADIO, MANACEMENT STAFF IS PRESENT,

* OCCUPANTS ARE EXCITED BUT ARE WILLING TO TAKR INSTRUCTIONS.
SATTERFIELD,

Approximdte length - 635

{continued)
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1. Sample Messages ~ Shelter to ECC (continued)

PS4 - Change in Habitability
(1} THIS 15 BRAVD SEVENTFEN. POWER FAILURE HAS CUT OFF
VENTILATION IN BASEMENT AREA, UAMD OPERATED FANS ARE
NOT KEEPING TEMPERATURE DOWN, CAN MOUD SOME OCCUPANTS
TO AREAS ON UPPER FLOORS AND WILL D9 30 AFTER RADIATION
CHECK. SATTERFIELD.
Approximate leugth -~ 40
{2) THIS IS BRAVD SEVENTEEN. VWALL OF RUILDING CRACKED BY
BLAST. DO NOT KNOW OF AWY WAY TO DETERMINE IF IT WILL
COLLAPSE. RADIATION LEVEL OUTSIDE IS ESTIMATED TO BE
10R PER HOUR. WAIER IS ALSO SEEPINC INTO BASEMENY AREA
FROM BROKEN WATER MAIN. SATTERFIELD.
Approximate leagth - 435

P85 ~ Relocation

THIS IS SHELTER BRAVO SEVENTEEN. DAMAGE TO BUILDING HAS
MADE ALL BUT PART OF BASEMENT UNSATISFACTORY FOR SHELIER.
I PLAK TO MOVE ALL 380 PERSONS TO BUILDIRG AT 120 BROAD
STREET. OUTSIDE RADIATION LEVEL IS ESTIMATED AT 1CRPH.
WILL USE EXPEDIENT METHODS FOR PROTECTION IN NEW LOCATION.
SATTERFIELD.

Approximate length ~ 50

PS6 - Conditien of Occupants hd
(1) TBIS IS BRAVO SEVENTEEM. SOME PERSONS IN SHELTER ARE BE~
COMING DROWSY AND SOME SERM TO BE UNCONSCIOUS. TEMPERATURE
READINGS IN MOST AREAS IS ABOUT 80 DEGREES AND VENTILATION
SECMS ADEQUATE. SATTERFIELD.
Approximate length - 30
(2) THIS IS BRAVO SEVENTEEN. PEOPLE ARE BECOMING RESTLESS AND
NERVCUS. FEAR THAT TMERE WILL BE DISORDER. AM TRYING TO
CET SOME ACTIVITY STARTED AND AM INVESTIGATING THE POSSIBILITY
OF SEORT STAYS IN LESE PROTECTED AREAS OF BUILDING WHMERE
THERE WILL BE LES3S CROWDING. I HELYEVE ENCOURAGEMENT OVER
EBS WILL BY HELPFUL. SATTERFIELD.
Approximste length - 50

52 (continued)




1. Sample Messages ~ Shelter to EOC (continued)

P37 - Ares Environment
{L) THIS IS SHELTER BRAVO SEVERTEEN. REPORTS OF NEW ARRIVALS
ARE THAT TRAFFIC IS BLOCKED AT MAIN STREET AND CASTLE
DRYVE BY DISABLED VEHICLES, PEOPLE ARE LEAVING VEHICLES
IN STREET AND PROCEEDING TCO SHELTER, SATITERFIELD,
Approximate length - 35

{2) THIS IS SHELTER BRAVO SEVENTEEN, 3MOKE AND SOME FLAMES
FROM FIRES CAN BE SEEN ABOUT ONE QUARTER MILE NORTH OF
THIS SHELTER., WIND DIRECTION IS FROM EAST TO WEST.
SATTERFIELD,
Approximate length - 30

PS8 -~ Qui~of-shelter Population
TRIS IS SHELTER BRAVO SEVENTEEN, PEOPLE THAT HAVE BEEN
MOVING ON FOOT ALONG MAIN STREET ARE NOW SITTING DOWN IN STREET.
SERM TO BE ABLE TO MOVE RUF WAITING FOR THEIR INSTRUCTIGNS,
SATTERFIELD,
Approximate length - 35

P89 - Qut~of-shelter Resocurces
THIS IS BRAVO SEVENTEEN. ARRIVALS REPORT THAT THERE ARE
A RUMBER OF TRUCKS STANDING OUTSIDE THE SUPERMARKET AT
17TH AND MAIN WITH VEGETABLES, MILK, AND OTHER SUPPLIES
THAT WILL SPOIL UNLESS REFRIGERATED OR USED IMMEDIATELY.

SATTERFIELD.
Approximate length - 40

{continued)
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Sample Messages - Shelters to EOC (continued)

On-Qg}l Routine

RSl - Space or Population Conditions

H

2}

THIS IS BRAVO FOURTEEN., THE MAJORITY GF THE OCCUPANIS HAVE
RECEIVEL LESS THAN 30R. MANY HAVE LESS THAN 5R, MGST
ARE ANXIOUS TO BE GETTING OUT OF SHELTER AND TO BEGIN
DECONTAMINATION AND RECOVERY, WE ARE USTING SPACE NOT
MARXED FOR SHELTER. SROWN,

Approximate length = 45
THIS IS BRAVO TWELVE. MOST HAVE RECEIVED NEARLY 100R,
AND SOME SICKNESS HAS OCCURRED, TH#RE 1S LITTLE SPACE
AVAILABLE FOR MOVEMENT WITHIR THE SEELTER. AREA OUTSIL.
OF THOSE MARKED ARE STILL RECEIVING AT LEAST 10R PER
HOUR. DESIRABLE TO MOVE SOME OCCUPANTS TO OTHER SHELTERS.
GOLDWATER.

Approximate length - 5C

RS2 ~ Shelter Supplies

THIS IS BRAVO FOURTEEN. WE HAVE THE FOLLOWING FOOD STOCKS
REMAINING FOR THE 620 PECPLE IN SHELTER. 3,700 DATLY RATIONS,
3,000 GALIONS OF WATER IN CONTAINERS PLUS SOME TRAPPED
WATER. BROWN.

Approximate length ~ 35

RS3 ~ Special Manpower

THIS IS BRAVO FOURTEEN, WE HAVE THE FOLLOWING NUMBERS OF
REQUESTED TYPES OF MANPOWER., PHYSICIANS - 2.
NURSES - 4., ELECTRICAL UTILITY REPAIR ~ 4. HEAVY TRUCK
DRIVERS ~ 3. TELEPHONE REPAIR ~ 7. FIREFIGHTING - 4.
POLICE - 1. BROWN,

Approximate length - 35

RS4 - Out-of-ghelter Conditions

THIS 15 BRAVO FOURTEEN, SURVEY OF IMMEDIATE NEIGHBORHOOD
SHOWS THAT THERE ARE ABOUT 300 PERSONS APPARENTLY IN GOOD
CONDITION, ABOUT 1,000 WITH INJURIES, AND ABOUT 500 DEAD
OR DYING, MEDICAL ASSISTANCE COULD BE USED. OUTSIDE RADIATION

.LEVEL 18 BELOW 1R PER HOUR IN MOST PLACES,

BROWN .,
Approximate length - 50

Bt : (- ntinved)
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I. Sample Messages - Shelters to EOC (continued)

Scheduled Shelter Summary Status Report (Initial)

THIS I8 BRAVO 17, SUMMARY STATUS REPORT,
OCCUPANCY - SURVEYED SPACES -~ 630; OCCUPANTIS - 648
CONDITION OF OCCUPANTS -~ QUIET AND ORDERLY. 31 SICE AND DISABLED
HASITABILITY - VENTITATICM SYSTEM OPERATING ON EMERGENCY POWER GENERATOR;
SANITATION PROBLEMS INCREASING

INTERIOR DOSE RATE - TWO TO FIVE R PER HOUR

TOTAL DOSE - HIGH 25; LOW 5
SUPPLY: FOOD - ELEVEN DAYS WATER - NINE DAYS FLUS S(MEV TRAPPED WATER

MEDICAL 23 TYPE A KITS

AREA ENVIRONMENT - SMOKE STILL IN AREA NORTH OF SHELTER, NOT INCREASING.
MAIN STREET BLOCKED BY STALLED VEHICLES
AREA POPULATION - LARGE NUMBERS IN BUILDING ON MAIN STREET THAT ARE NOT
MARKED AS SHELTERS; SCME INJURED
AREA RESOURCES - NO ELECTRICAL POWER, GAS OR WATER SUPPLY. GROCERY
STORES IN AREA HAVE BEEN EMPTIED
VEHICLES AND FUEL FOR MOVEMENT OF ALL OCCUPANTS AVAILABLE
COMMUNICATIONS - STANDARD BROADCAST RECEIVERS OPERATING ON SCHEDULE TO
SAVE BATTERY LIFE: RACES TRANSCEIVER IS OPERATIONAL
AND ON STAND-BY
PROBLEMS - CONTINUING OPERATION OF POWEK GENERATOR.  FUEL FOR ABOUT
30 MORE HOURS OF OPERATION AVAILABLE IN BUILDING
Approximate length -~ 160

{contimed)
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I. Sample Messages - Shelters to EOC (continued)

Scheduled Shelter Summary Status Report (Subsequent)

THIS 1S BRAVO 17. SUMMARY STATUS REPORT.
OCCUPARCY: WO CHANGE
CONDi11ON OF OCCUPANTS: GENERALLY QUIET - MINCR COMPLAINIS DU TO
CROWDING. SICK AND DIBABLED 34
HABITABILITY: DIFFICULTY IN KEEPING TEMPERATURES DOWN AND ADEQUATE
VENTILATION
DOSE RATE ONE~HALF TO TWO R PER HOUR

TOTAL DOSE ESTIMATED 10 TO 50R

SUPPLY - FOOD: 9 DAYS WATER: 8 DAYS
RO OTHER CHANGES

AREA POPULATION: SOME MOVEMENT OUTSIDE: INDIVIDUALS SEEKING WATER
AREA ENVIRONMENT AND RESCURCES: NO CHANGE
COMMUNICATION: NO CHANGE

PROBLEMS: HAVE BEEN SHUTTING DOWN GENERATOR FOR SHORT PERIODS TO SAVE
FUEL, ABOUT 12 HOURS OF FUEL REMAIN. WILL SEND OUT VOLUNTEER
TEAMS TO GET FUEL FROM CARS BEFORE SUPPLY 1S GORE.

Approximate length - 100

B-6
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I1, Sample Messages - Emergency Services to EOC

Unscheduled Pr fo?tfi )

PEl Initial Emergency Status.
TRIS IS POLICE CONTROL. WE HAVE PULL OPERATING CREW, SUFPPLIES
ARE SUFFICIENT FOR TWO WEEKS, HAVE RADIO CONTACT WITH STATE
POLICE HEADQUARTERS, THE COUNTY SHERIFF'S OFFICE, TI'E CITY TRAFFIC
CONTROL CENTER, AND ALL PRECINCT HEADQUARTERS BUT 8TH STREET.
25 PATROL CAR UNITS ARE IN ASSIGNED AREAS. 5 UNITS AVAILABLE
HERE. HERRY.

Approximate leagth - 55

- PE2 Change in Status.
THIS IS POLICE CONTROL., HAVE LOST RADIO CONTACT WITH ALL
SUBSTATIONS. OPERATORS BELIEVED TO BE SREKING BETTER SHELTER.

HENRY.
Approximate length ~ 20

ES Status Summary.
THIS IS POLICE CONTROL, WE HAVE ABOUT FORTY SQUAD CARS
. NOW OPERATING. MOST ARE IN THE NORTHEAST SECTION OF TOWN

WORKING WITH FIRE SQUADS IN RESCUE AND DECONTAMINATION. HAVE
SIX SQUAD CARS AND TWENTY POLICE IN RESERVE AT 8TH STREET
PRECINCT. CAN COMMUNICATE WITH ALL CARS OVER POLICE WNET,
HENKY.

Approxinate length - 50

PE3 Area Enviromment.
THIS IS POLICE CONTROL. FIRE HAS BROKEN OUT IN BUILDINGS IN
OAK LANE SHOPPING AREA AND IS SPREADING NORTH TOWARD NEWGATE
SCHOOL WHICH IS BEING USED AS A SHELTER. FOOD STORES IN AREBA
ARE ALSO THREATENED. HENKY.
Approximate length - 40

PE4 Population Conditions.
THIS IS POLICE CONTROL, LONG LINE OF TRAFFIC MOVING OUT OF
CITY IN BOTH LANES OF SOUTH BOULEVARD. M(VEMENT SPEED APPROXI-
MATELY 20 M_P,H, MOST CARS HEAVILY LOADED. HENRY,

Approximate length - 30

1)

{(continued)
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Sample Messages ~ Emergency Services to EOC (Continued)

THIS 18 POLICE CONTROL, MANY PEOPLE TRAPPED B8Y COLLAPSE OF
BUILDINGS IN 500 BLOCK JONES STREET. VOLUNTEERS DIGGING
WITH HANDS AND SMALL TOOLS. EARTH-MOVING EQUIPMENT CAN BE
USED IF IT CAN BE PROVIDED, ABOUT 50 SERTQUSLY INJURED ARE
BEING TREATED BUT NOT BEING MOVED., HENRY.

Approximate length - 45

PE5S Area Resources.

h

(2)

THIS IS POLICE CONTROL, PROPLE HAVE BEEN FILLING WATER COR-
TAINERS FROM FIRE HYDRANTS IN BROOKLYN AREA. FLOW HAS DROPPED
SERIOUSLY OR NEARLY STOPPED AT MOST PLACES. UNABLE TO FIND
ANY BROKEN MAINS IN THIS AREA., HENRY.

Approximate length - 35

THIS IS POLICE CONTROL, THERE ARE AT LEAST 5 LOADED REFRIGERATOR
CARS PROBARLY CONTAINING MEAT, AT THE CROSS STREET STATION. NO
EQUIPMENT AVAILABLE FOR FORCING CARS OPEN, NO TRUCKS OR PERSONNEL
FOR MOVING FOOD., HENRY. .

Approximate length - 35

PES

THIS IS POLICE CONTROL, CREWS HAVE LEFT TELEFHONE REPAIR TRUCK
AT HANES AND JONES STREET. TELEPHONE LINES DOWN IN THAT AREA,
HENRY.

Approximate length - 45

B-8
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IIT, Sample Messages - Installations teo EOC

Unscheduled Priority
- PIl - Inftial Status Report.

THIS I3 NORTHSIDE HOSPITAL. 32 NURSES, 12 DOCTORS, 10O

(1) OTHERS ON DUTY. 110 OF 300 BEDS ARY OCCUPIED BY PATIENTS.
WE ARE MOVING OPERATIONS TO CENTER AREA OF BUILDIKG FOR
FALLOUT PROTECTION, PDR AND SUPPLIES INTACT, HAVE RADEF
EQUIPMENT READY FOR MONRITORING. CAN COMMUNICATE BY RACES
NET IF TELEPHONE IS OUT.

Approximate length ~ 55

T4I8 I8 THE AMCO PLANT. PLANS FOR EMERGENCY OQPERATIONS ARE
REING IMPLEMENTED, SOME MAINTENANCE AND SUPERVISORY PERSONNEL
(23 ARE CN HAND AND OTHERS ARE EXPECTED. FAMILIES ARE MOVING
INTO SHELTER AREAS, CAN COMMUNICATE BY RACES NET IF TELE-
PHONE IS OUT. HAVE SUPPLIES FOR 1,200 PERSONS FOR TWO WEEKS.

Approximate length - 50

P12 - Change in Capability.
THIS IS NORTHSIDE HOSPITAL. WATER SUPPLIES AND ELECTRICAL
POWER HAVE BEER DISRUPTED. HAVE STARTED EMERGENCY GENERATORS,
HAVE FUEL FOR 32 ROURS OF OPERATION. WATER SUPPLIES WILL ONLY
LAST FOR 3 OR 4 DAYS. 'IWO OF DOCTORS HAVE LE¥T TO JOIR FAMILIES
AT SHELTERS. . L
Approximate length - 45

{(Messages reporting change in area enviromment, populatien,
resources, and other emergency services will be similar
to those of Emergency Services.)

B-9
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s - - IV. Sample Messages - Special ' T

§
¥ Inquiry: Bhelter to EOC.

F THIS IS SHELTER BRAVO SEVENTEEN., THE NUMBER OF PERSONS WAITING
OUTSIDE OUR SHELTER EXCEEDS THE RUMBRER OF SPACES AVAILARLE

BY SEVERAL HUNDRED. CAN YOU DO SOMETHING TO DIRECT THEM TO
OTHER SHELTERS?

Directive: EOC to Sheiter.

S ARNOUNCE TO THOSE OUTSIDE SRELTER THAT ADDITIONAL SHELTER SPACE
IS AVAILABLE AT THE POLLOWING BUILDINGS: 200 DOMINION STREET,

i 310 EAST STREET, AND 348 EAST STREET. LISTEN TO EBS ANNOUNCEMENTS
’ FOR ADVICE AS TO ARRANGEMENT OF SHELTER SPACE.’

' Inquiry: Shelter to EOC.
| THIS IS SHELTER BRAVO SEVENTEEN. ARE BULLDOZERE AVAILABLE IN
i THIS AREA FOR USE IR LOOSENING DIRT FOR IMPROVING SHELTER?

Advisory: EOC to Shelter.
BULLDOZERS PROBABLY NOT AVAILABLE. IMPLEMENT OTHER EXPEDTENT
MEASURES POR SHELTER IMPROVEMENT AS DESCRIBED IN SHELTER
, MANAGER MARUAL. TIME AVAILABLE BEFORE PALLOUT ARRIVAL AT YOUR
O SHELTER RSTIMATED AS FORTY MINUTES,

Inquiry: Fire Headquarters to EOC,
THIS IS FYRE HEADQUARTERS. HAVE EQUIPMENT AT STATIONS 2 AND 8
IF CREWS CAN BE ASSEMBLED, HOW MANY REGULAR OR AUXILIARY FIRE-
MEN ARE IN SHELTERS NEAR THESE STATIONS?

Iaquiry: EOC to Specific Shelters.
REPORT NUMBER OF REGULAR AND AUXILYARY FIREMEN WHO CAN BE USED
UNTIL FALLOUT ARRIVAL,

{continued)
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IV, Sample Messages - Special (continued)

% u Response to Inquiry: Shelter to EOC.
- THIS IS BRAVO SEVENTEEN. FIVE FIREMEN HERE. FOUR WILLING
; TO REPORT FOR DUTY AT NEARBY STATIONS.

B~11
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